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1 S24CY601PC Cyber Security Essentials 3 0 0 3
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3 S24CY603PC Block Chain Technology 3 0 0 3
4 Professional Elective —II 3 0 0 3
5 Open Elective - | 3 0 0 3
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Professional Elective — |

S24CY511PE Compiler Design

S24CY512PE Artificial Intelligence

S24CY513PE Data warehousing and Data Mining

S24CY514PE Ad-hoc & Sensor Networks
CY515PE Cloud Computing

Professional Elective -l

S24CY521PE Ethical Hacking

S24CY522PE Data Science

S24CY523PE Distributed Systems

S24CY524PE Formal Languages and Automata Theory
S24CY525PE loT Security

Professional Elective -l

S24CY631PE Mobile Application Security
S24CY632PE Machine Learning

S24CY633PE DevOps

S24CY634PE Algorithm Design and Analysis
S24CY635PE Mobile Application Development
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S4CY501PC: NETWORK SECURITY AND CRYPTOGRAPHY

B.Tech. Ill Year | Sem. LTPC
3104
Course Objectives:

e Explain the importance and application of each of confidentiality, integrity, authentication and
availability

e Understand various cryptographic algorithms.

e Understand the basic categories of threats to computers and networks

e  Describe public-key cryptosystem.

e Describe the enhancements made to IPv4 by IPSec

e Understand Intrusions and intrusion detection

Course Outcomes:

e Student will be able to understand basic cryptographic algorithms, message and web
authentication and security issues.

e Ability to identify information system requirements for both of them such as client and server.

e Ability to understand the current legal issues towards information security.

UNIT -1

Security Concepts: Introduction, The need for security, Security approaches, Principles of
security, Types of Security attacks, Security services, Security Mechanisms, A model for
Network Security Cryptography Concepts and Techniques: Introduction, plain text
and cipher text, substitution techniques, transposition techniques, encryption and
decryption, symmetric and asymmetric key cryptography, steganography, key range and
key size, possible types of attacks.

UNIT -1l

Symmetric key Ciphers: Block Cipher principles, DES, AES, Blowfish, RC5, IDEA, Block
cipher operation, Stream ciphers, RC4.

Asymmetric key Ciphers: Principles of public key cryptosystems, RSA algorithm,
Elgamal Cryptography, Diffie-Hellman Key Exchange, Knapsack Algorithm.

UNIT - 11l

Cryptographic Hash Functions: Message Authentication, Secure Hash Algorithm (SHA-
512), Message authentication codes: Authentication requirements, HMAC, CMAC,
Digital signatures, Elgamal Digital Signature Scheme.

Key Management and Distribution: Symmetric Key Distribution Using Symmetric &
Asymmetric Encryption, Distribution of Public Keys, Kerberos, X.509 Authentication Service,
Public 1 Key Infrastructure



SR24 B.Tech. CSE (Cyber Security) Syllabus SPHN Hyderabad

UNIT-IV

Transport-level Security: Web security considerations, Secure Socket Layer and Transport
Layer Security, HTTPS, Secure Shell (SSH)

Wireless Network Security: Wireless Security, Mobile Device Security, IEEE 802.11
Wireless LAN, IEEE 802.11i Wireless LAN Security

UNIT -V
E-Mail Security: Pretty Good Privacy, S/IMIME IP Security: IP Security overview, IP Security

architecture, Authentication Header, Encapsulating security payload, Combining security
associations, Internet Key Exchange

Case Studies on Cryptography and security: Secure Multiparty Calculation, Virtual
Elections, Single sign On, Secure Inter-branch Payment Transactions, Cross site Scripting

Vulnerability.

TEXT BOOKS:

1. Cryptography and Network Security - Principles and Practice: William Stallings, Pearson
Education, 6th Edition
2. Cryptography and Network Security: Atul Kahate, Mc Graw Hill, 3rd Edition

REFERENCE BOOKS:

1. Cryptography and Network Security: C K Shyamala, N Harini, Dr T R Padmanabhan, Wiley
India, 1st Edition.

Cryptography and Network Security: Forouzan Mukhopadhyay, Mc Graw Hill, 3rd Edition
Information Security, Principles, and Practice: Mark Stamp, Wiley India.

Principles of Computer Security: WM. Arthur Conklin, Greg White, TMH

Introduction to Network Security: Neal Krawetz, CENGAGE Learning

Network Security and Cryptography: Bernard Menezes, CENGAGE Learning

o g wN
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S24CY502PC: DATABASE MANAGEMENT SYSTEMS

B.Tech. lll Year | Sem.

@ r-
© 4
©v
@0

Prerequisites: A course on [/Data Structures(].

Course Objectives:
e To understand the basic concepts and the applications of database systems.
e To master the basics of SQL and construct queries using SQL.
e Topics include data models, database design, relational model, relational algebra, transaction
control, concurrency control, storage structures and access techniques.

Course Outcomes:
e Gain knowledge of fundamentals of DBMS, database design and normal forms
e Master the basics of SQL for retrieval and management of data.
e Be acquainted with the basics of transaction processing and concurrency control.
e Familiarity with database storage structures and access techniques

UNIT -1
Database System Applications: A Historical Perspective, File Systems versus a
DBMS, the Data Model, Levels of Abstraction in a DBMS, Data Independence,
Structure of a DBMS
Introduction to Database Design: Database Design and ER Diagrams, Entities,
Attributes, and Entity Sets, Relationships and Relationship Sets, Additional Features
of the ER Model, Conceptual Design With the ER Model

UNIT -1l
Introduction to the Relational Model: Integrity constraint over relations, enforcing
integrity constraints, querying relational data, logical database design, introduction to
views, destroying/altering tables and views.
Relational Algebra, Tuple relational Calculus, Domain relational calculus.

UNIT -1l
SQL: QUERIES, CONSTRAINTS, TRIGGERS: form of basic SQL query, UNION,
INTERSECT, and
EXCEPT, Nested Queries, aggregation operators, NULL values, complex integrity
constraints in SQL, triggers and active databases.
Schema Refinement: Problems caused by redundancy, decompositions, problems
related to decomposition, reasoning about functional dependencies, First, Second,
Third normal forms, BCNF, lossless join decomposition, multivalued dependencies,
Fourth normal form, Fifth normal form.
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UNIT - IV

Transaction Concept, Transaction State, Implementation of Atomicity and Durability,
Concurrent Executions, Serializability, Recoverability, Implementation of Isolation,
Testing for serializability, Lock Based Protocols, Timestamp Based Protocols,
Validation- Based Protocols, Multiple Granularity, Recovery and Atomicity,
Logl/Based Recovery, Recovery with Concurrent Transactions.

UNIT -V

Data on External Storage, File Organization and Indexing, Cluster Indexes, Primary
and Secondary Indexes, Index data Structures, Hash Based Indexing, Tree based
Indexing, Comparison of File Organizations, Indexes- Intuitions for tree Indexes,
Indexed Sequential Access Methods (ISAM),

B+ Trees: A Dynamic Index Structure.

TEXT BOOKS:
1. Database System Concepts, Silberschatz, Korth, McGraw hill, V edition.3rd Edition

2. Database Management Systems, Raghurama Krishnan, Johannes Gehrke, Tata Mc
Graw Hill

REFERENCE BOOKS:

1. Database Systems design, Implementation, and Management, Peter Rob &

Carlos Coronel 7th Edition.

Fundamentals of Database Systems, Elmasri Navrate, Pearson Education
Introduction to Database Systems, C. J. Date, Pearson Education

Oracle for Professionals, The X Team, S.Shah and V. Shah, SPD.

Database Systems Using Oracle: A Simplified guide to SQL and PL/SQL, Shah, PHI.

Fundamentals of Database Management Systems, M. L. Gillenson, Wiley Student
Edition.
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S24CY503PC: CYBER LAWS

B.Tech. lll Year | Sem. LTPC
0

30 3
Course Objectives:

e Gain an understanding of the evolution and jurisprudence of cyber law in India, including the IT
Act 2000.

e Learn about digital signatures, e-governance, and their legal implications under the IT Act.

e Understand the legal framework for electronic contracts, their formation, and international
perspectives.

o Exploretaxation issues in cyberspace, cybercrimes, electronic evidence, and their adjudication
under the IT Act.

Course Outcomes
e Learn evolution and key aspects of Indian cyber law, including recent amendments.

e Gain knowledge about the legalities of digital signatures and the role of e-governance in the IT
Act.

e Develop an understanding of the legalities involved in electronic contracts and international
conventions.

e Adapt in understanding and analyzing cybercrime, electronic evidence, and intellectual property
rights in the context of IT.

UNIT -1

Introduction: History of Internet and World Wide Web, Need for cyber law, Cybercrime on
the rise, Important terms related to cyber law.

Cyber law in India: Need for cyber law in India, History of cyber law in India.

Information Technology Act, 2000: Overview of other laws amended by the IT Act, 2000,
National Policy on Information Technology 2012.

UNIT -1l

Overview of the Information Technology Act, 2000: Applicability of the Act, Important
provisions of the Act: Digital signature and Electronic signature, Digital Signature under the
IT Act, 2000, E- Governance Attribution, Acknowledgement and Dispatch of Electronic
Records, Certifying Authorities, Electronic Signature Certificates, Duties of Subscribers,
Penalties and Offences, Intermediaries.

UNIT - 11l

Overview of rules issued under The IT Act, 2000, Electronic Commerce, Electronic
Contracts, Cyber Crimes, Cyber Frauds.

UNIT- IV

Regulatory Authorities: Department of Electronics and Information Technology, Controller
of Certifying Authorities (CCA), Cyber Appellate Tribunal, Indian Computer Emergency
Response Team (ICERT), Cloud Computing, Case Laws.
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UNIT-V

SPHN Hyderabad

Introduction to Cybercrime and procedure to report Cybercrime: procedure to report
cybercrime, some basic rules for safe operations of the computer and internet, the criminal
law (amendment) act, 2013: legislative remedies for online harassment and cyberstalking in

India.

TEXT BOOKS:
1. Textbook on*“ Cyber Law” , second edition, Pavan Duggal, Universal Law Publishing.

2.

Textbook on “ Indian Cyber law on Cybercrimes” , Pavan Duggal,

REFERENCE BOOKS:

1.

Debby Russell and Sr. G.T Gangemi, "Computer Security Basics (Paperback)” , 2nd
Edition, O’ Reilly Media, 2006.

Thomas R. Peltier, *“ Information Security policies and procedures:

A Practitioner’ s Reference” , 2nd Edition Prentice Hall, 2004.

Kenneth J. Knapp, “ Cyber Security and Global Information Assurance: Threat
Analysis and Response Solutions” , 1GI Global, 2009.

Thomas R Peltier, Justin Peltier and John Blackley,” Information Security
Fundamentals” , 2nd Edition, Prentice Hall, 1996.
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S24CY511PE: COMPILER DESIGN (Professional
Elective-1)

B.Tech. lll Year | Sem.

@ r-

Prerequisites
1. Acourseon” Formal Languages and Automata Theory” .
2. Acourse on*“ Computer Organization and architecture” .
3. Acourseon” Data Structures” .

Course Objectives:
e Introduce the major concepts of language translation and compiler design and impart the
o knowledge of practical skills necessary for constructing a compiler.
e Topics include phases of compiler, parsing, syntax directed translation, type checking use of
symbol tables, code optimization techniques, intermediate code generation, code generation
and data flow analysis.

Course Outcomes:
o Demonstrate the ability to design a compiler given a set of language features.
o Demonstrate the knowledge of patterns, tokens & regular expressions for lexical analysis.
e Acquire skills in using lex tool & yacc tool for developing a scanner and parser.
e Design andimplement LL and LR parsers
e Design algorithms to do code optimization in order to improve the performance of a program in
terms of space and time complexity.
¢ Design algorithms to generate machine code.

UNIT -1
Introduction: The structure of a compiler, the science of building a compiler, programming
language basics
Lexical Analysis: The Role of the Lexical Analyzer, Input Buffering, Recognition of Tokens,
The Lexical-Analyzer Generator Lex, Finite Automata, From Regular Expressions to
Automata, Design of a Lexical-Analyzer Generator, Optimization of DFA-Based Pattern
Matchers.

UNIT-1I
Syntax Analysis: Introduction, Context-Free Grammars, Writing a Grammar, Top-Down
Parsing, Bottom-Up Parsing, Introduction to LR Parsing: Simple LR, More Powerful LR
Parsers, Using Ambiguous Grammars and Parser Generators.

UNIT -1l
Syntax-Directed Translation: Syntax-Directed Definitions, Evaluation Orders for SDD's,
Applications of Syntax-Directed Translation, Syntax-Directed Translation Schemes,
Implementing L-Attributed SDD's.
Intermediate-Code Generation: Variants of Syntax Trees, Three-Address Code, Types and
Declarations, Type Checking, Control Flow, Switch-Statements, Intermediate Code for
Procedures.
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UNIT -V
Run-Time Environments: Stack Allocation of Space, Access to Nonlocal Data on the Stack,
Heap Management, Introduction to Garbage Collection, Introduction to Trace-Based

Collection.
Code Generation: Issues in the Design of a Code Generator, The Target Language,

Addresses in the Target Code, Basic Blocks and Flow Graphs, Optimization of Basic Blocks,
A Simple Code Generator, Peephole Optimization, Register Allocation and Assignment,
Dynamic Programming Code-Generation

UNIT -V
Machine-Independent Optimization: The Principal Sources of Optimization, Introduction to
Data-Flow Analysis, Foundations of Data-Flow Analysis, Constant Propagation, Partial-
Redundancy Elimination, Loops in Flow Graphs.

TEXT BOOK:
1. Compilers: Principles, Techniques and Tools, Second Edition, Alfred V. Aho, Monica

S. Lam, Ravi Sethi, Jeffry D. Ullman.

REFERENCE BOOKS:
1. Lex & Yacc —John R. Levine, Tony Mason, Doug Brown, O’ reilly
2. Compiler Construction, Louden, Thomson.
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S24CY512PE: ARTIFICIAL INTELLIGENCE (Professional
Elective (1)

B.Tech. lll Year | Sem. LTP C
300 3

Prerequisites:
1. Programming for problem solving, Data Structures.

Course Objectives:
e Tolearn the distinction between optimal reasoning Vs. human like reasoning
e To understand the concepts of state space representation, exhaustive search, heuristic
search together with the time and space complexities.
e To learn different knowledge representation techniques.
e Tounderstand the applications of Al, namely game playing, theorem proving, and machine
learning.

Course Outcomes:
e Understand search strategies and intelligent agents
o Understand different adversarial search techniques
e Apply propositional logic, predicate logic for knowledge representation
e Apply Al techniques to solve problems of game playing, and machine learning.

UNIT -1

Introduction to Al, Intelligent Agents, problem-Solving Agents, Searching for Solutions,
Uninformed Search Strategies: Breadth-first search, Uniform cost search, Depth-first search,
Iterative deepening Depth-first search, Bidirectional search, Informed (Heuristic) Search
Strategies: Greedy best-first search, A* search, Heuristic Functions, Beyond Classical
Search: Hill-climbing search, Simulated annealing search, Local Search in Continuous
Spaces

UNIT-1I

Problem Solving by Search-ll and Propositional Logic

Adversarial Search: Games, Optimal Decisions in Games, AlphallBeta Pruning, Imperfect
Real-Time Decisions. Constraint Satisfaction Problems: Defining Constraint Satisfaction
Problems, Constraint Propagation, Backtracking Search for CSPs, Local Search for CSPs,
The Structure of Problems. Propositional Logic: Knowledge-Based Agents, The Wumpus
World, Logic, Propositional Logic, Propositional Theorem Proving: Inference and proofs,
Proof by resolution, Horn clauses and definite clauses, Forward and backward chaining,
Effective Propositional Model Checking, Agents Based on Propositional Logic.

UNIT -1l

Logic and Knowledge Representation

First-Order Logic: Representation, Syntax and Semantics of First-Order Logic, Using
First-Order Logic, Knowledge Engineering in First-Order Logic.
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Inference in First-Order Logic: Propositional vs. First-Order Inference, Unification

and Lifting, Forward Chaining, Backward Chaining, Resolution.

UNIT -V
Knowledge Representation: Ontological Engineering, Categories and Objects, Events. Mental
Events and Mental Objects, Reasoning Systems for Categories, Reasoning with Default
Information.
Classical Planning: Definition of Classical Planning, Algorithms for Planning with State-
Space Search, Planning Graphs, other Classical Planning Approaches, Analysis of
Planning approaches.

UNIT -V
Uncertain knowledge and Learning Uncertainty: Acting under Uncertainty, Basic
Probability Notation, Inference Using Full Joint Distributions, Independence, Bayes] Rule
and Its Use

Probabilistic Reasoning: Representing Knowledge in an Uncertain Domain, The
Semantics of Bayesian Networks, Efficient Representation of Conditional Distributions,
Approximate Inference in Bayesian Networks, Relational and First-Order Probability, Other
Approaches to Uncertain Reasoning; Dempster-Shafer theory.

TEXT BOOK:

1. Atrtificial Intelligence: A Modern Approach, Third Edition, Stuart Russell and Peter
Norvig, Pearson Education.

REFERENCE BOOKS:
1. Artificial Intelligence, 3rd Edn, E. Rich and K. Knight (TMH)
2. Atrtificial Intelligence, 3rd Edn., Patrick Henry Winston, Pearson Education.
3. Artificial Intelligence, Shivani Goel, Pearson Education.
4. Artificial Intelligence and Expert systems - Patterson, Pearson Education
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S24CY513PE: DATA WAREHOUSING AND DATA MINING (Professional
Elective — 1)

B.Tech. lll Year | Sem. LTPC
3003

Pre-Requisites:
1. Database Management System
2. Probability and Statistics

Course Objectives:
e Students will become acquainted with both the strengths and limitations of various data mining
techniques like Association, Classification, Cluster and Outlier analysis. Understand Data
warehouse and OLAP tools and architectures.

Course Outcomes:
e Understand the need of data mining and pre-processing techniques.
Identify data warehouse models, architectures and schemas for enterprise applications.
Perform market basket analysis using association rule mining.
Understanding various classification models.
Identify appropriate clustering and outlier detection techniques to handle complex data.

UNIT -1

Introduction to Data Mining:

Data mining, Kinds of Data, Knowledge Discovery process, Data Mining Functionalities-
Kinds of Patterns mined, Major Issues in Data Mining. Data Pre-processing: Descriptive Data
summarization, Data Cleaning, Data Integration & Transformation, Data Reduction, Data
Discretization.

UNIT-1I

Data Warehouse and OLAP:
Data Warehouse basic concepts, Differences between Operational Database Systems and
Data Warehouses, multidimensional Data model, data warehouse architecture.

UNIT-11I

Mining frequent patterns, associations and correlations: Basic Concepts, Market Basket
Analysis, Apriori Algorithm, FP-growth, mining various kinds of association rules, From
Association Analysis to Correlation Analysis.

UNIT- IV

Classification and prediction: Basic Concepts, issues regarding classification and
prediction, Decision Tree Induction, Bayesian Classification, Rule-Based Classification,
classification by backpropagation, lazy learners, prediction: linear regression, nonlinear
regression, evaluating accuracy of a classifier or predictor

UNIT-V

Cluster Analysis: Requirements for Cluster Analysis, Overview of Basic Clustering
Methods, Partitioning Methods-k-Means, k-Medoids, Hierarchical Methods-AGENES,
DIANA, BIRCH, Density- Based Method-DBSCAN, Outlier Analysis.
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TEXT BOOKS:

1. Jiawei Han, Micheline Kamber, Jian Pei., Data Mining: Concepts and
Techniques, 2N9/3"d Edition, Morgan Kaufmann/Elsevier, 2012.

2. Margaret H Dunham., Data Mining Introductory and Advanced Topics, 2hd
Edition, Pearson education India, 2006.

REFERENCE BOOKS:

1. Data Mining Techniques, Arun K Pujari, 3rd Edition, Universities Press.
2. Pang-Ning Tan, Michael Steinbach, Anuj Karpatne and Vipin Kumar.,

Introduction to Data Mining, 2nd Edition, Pearson Education India, 2021.
3. Amitesh Sinha., Data Warehousing, Thomson Learning, India, 2007.
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S24CY514PE: AD HOC & SENSOR NETWORKS (ProfessionalElective —1)

B.Tech. lll Year | Sem. LTPC
3003

Prerequisites
e Computer Networks
e Distributed Systems
e Mobile Computing

Course Objectives

e Tounderstand the challenges of routing in ad-hoc and sensor networks
e To understand various broadcast, mutlicast and geocasting protocols in ad hoc and sensor
networks

e Tounderstand basics of Wireless sensors, and Lower Layer Issues and Upper Layer Issues of WSN

Course Outcomes
e Understand the concepts of sensor networks and applications
e Understand and compare the MAC and routing protocols for adhoc networks
e Understand the transport protocols of sensor networks

UNIT -1

Introduction to Ad Hoc Networks

Characteristics of MANETSs, Applications of MANETs and Challenges of MANETSs.

Routing in MANETs

Criteria for classification, Taxonomy of MANET routing algorithms, Topology-based routing
algorithms- Proactive: DSDV, WRP; Reactive: DSR, AODV, TORA; Hybrid: ZRP; Position- based
routing algorithms- Location Services-DREAM, Quorum-based, GLS; Forwarding Strategies,
Greedy Packet, Restricted Directional Flooding-DREAM, LAR; Other routing algorithms-QoS
Routing, CEDAR.

UNIT -1l

Data Transmission

Broadcast Storm Problem, Rebroadcasting Schemes-Simple-flooding, Probability-based
Methods, Area- based Methods, Neighbour Knowledge-based: SBA, Multipoint Relaying, AHBP.
Multicasting: Tree-based: AMRIS, MAODV; Mesh-based: ODMRP, CAMP; Hybrid: AMRoute,
MCEDAR.

UNIT - 11l

Geocasting
Data-transmission Oriented-LBM; Route Creation Oriented-GeoTORA, MGR.
TCP over Ad Hoc TCP protocol overview, TCP and MANETSs, Solutions for TCP over Ad hoc

UNIT- IV

Basics of Wireless Sensors and Lower Layer Issues-Applications, Classification of sensor
networks, Architecture of sensor network, Physical layer, MAC layer, Link layer, Routing Layer.

UNIT-V

Upper Layer Issues of WSN
Transport layer, High-level application layer support, Adapting to the inherent dynamic nature of
WSNs.
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TEXT BOOKS

1. Ad Hoc and Sensor Networks — Theory and Applications, Carlos Corderio Dharma
P.Aggarwal, World Scientific Publications, March 2006, ISBN — 981-256-681-3

2. Wireless Sensor Networks: An Information Processing Approach, Feng Zhao,
Leonidas Guibas, Elsevier Science, ISBN — 978-1-55860-914-3 (Morgan Kauffman)

REFERENCE BOOKS:

1. C. Siva Ram Murthy, B.S. Manoj Ad Hoc Wireless Networks: Architectures and Protocols.
2. Taieb Znati Kazem Sohraby, Daniel Minoli, Wireless Sensor Networks: Technology,
Protocols and Applications, Wiley.
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S24CY515PE: CLOUD COMPUTING (Professional Elective — I)

B.Tech. lll Year | Sem. LTPC
300 3
Pre-requisites:
1. Acourseon® Computer Networks” .
2. Acourse on“ Operating System” .

Course Objectives:
e This course provides an insight into cloud computing
e Topics covered include- Cloud Computing Architecture, Deployment Models, Service Models,
Technological Drivers for Cloud Computing, Networking for Cloud Computing and Security in
Cloud Computing
Course Outcomes:
e Understand different computing paradigms and potential of the paradigms and specifically
cloud computing
e Understand cloud service types, cloud deployment models and technologies supporting and
driving the cloud
e Acquire the knowledge of programming models for cloud and development of software
application that runs the cloud and various services available from major cloud providers
e Understand the security concerns and issues in cloud computing
e Acquire the knowledge of advances in cloud computing.

UNIT -1
Computing Paradigms, Cloud Computing Fundamentals, Cloud Computing Architecture and
Management

UNIT-1I
Cloud Deployment Models, Cloud Service Models, Technological Drivers for Cloud
Computing: SOA and Cloud, Multicore Technology, Web 2.0 and Web 3.0, Pervasive
Computing, Operating System, Application Environment

UNIT - 11l

Virtualization, Programming Models for Cloud Computing: MapReduce, Cloud Haskell,
Software Development in Cloud

UNIT -V
Networking for Cloud Computing: Introduction, Overview of Data Center Environment,
Networking Issues in Data Centers, Transport Layer Issues in DCNs, Cloud Service
Providers

UNIT -V
Security in Cloud Computing, and Advanced Concepts in Cloud Computing
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TEXT BOOK:
1. Chandrasekaran, K. Essentials of cloud computing. CRC Press, 2014

REFERENCE BOOKS:
1. Cloud Computing: Principles and Paradigms, Editors: Rajkumar Buyya, James
Broberg, Andrzej M. Goscinski, Wiley, 2011
2. Enterprise Cloud Computing - Technology, Architecture, Applications, Gautam
Shroff, Cambridge University Press, 2010
3. Cloud Computing Bible, Barrie Sosinsky, Wiley-India, 2010
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S24CY521PE: ETHICAL HACKING (Professional Elective — Il)

B.Tech. lll Year | Sem. LTPC
0

30 3
Prerequisites:
1. Acourse on “ Operating Systems”
2. A course on“ Computer Networks”
3. Acourse on “ Network Security and Cryptography”

Course Objectives:

e The aim of the course is to introduce the methodologies and framework of ethical hacking for
enhancing security.

e  The course includes-Impacts of Hacking; Types of Hackers; Information Security Models;

e Information Security Program; Business Perspective; Planning a Controlled Attack;
Framework of Steps (Reconnaissance, Enumeration, Vulnerability Analysis, Exploitation,
Deliverable and Integration)

Course Outcomes:
e Gainthe knowledge of the use and availability of tools to support an ethical hack
e Gainthe knowledge of interpreting the results of a controlled attack

e Understand the role of politics, inherent and imposed limitations and metrics for planning of a
test

e Comprehend the dangers associated with penetration testing

UNIT-1

Introduction: Hacking Impacts, The Hacker Framework: Planning the test, Sound
Operations, Reconnaissance, Enumeration, Vulnerability Analysis, Exploitation, Final
Analysis, Deliverable, Integration

Information Security Models: Computer Security, Network Security, Service Security,
Application Security, Security Architecture

Information Security Program: The Process of Information Security, Component Parts of
Information Security Program, Risk Analysis and Ethical Hacking

UNIT -1l

The Business Perspective: Business Objectives, Security Policy, Previous Test Results,
Business Challenges Planning for a Controlled Attack: Inherent Limitations, Imposed
Limitations, timing is Everything, Attack Type, Source Point, Required Knowledge, Multi-
Phased Attacks, Teaming and Attack Structure, Engagement Planner, The Right Security
Consultant, The Tester, Logistics, Intermediates, Law Enforcement

UNIT - 111

Preparing for a Hack: Technical Preparation, Managing the Engagement Reconnaissance:
Social Engineering, Physical Security, Internet Reconnaissance

UNIT- IV

Enumeration: Enumeration Techniques, Soft Objective, Looking Around or Attack, Elements
of Enumeration, Preparing for the Next Phase
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Exploitation: Intuitive Testing, Evasion, Threads and Groups, Operating Systems, Password
Crackers, RootKits, applications, Wardialing, Network, Services and Areas of Concern

UNIT-V

Deliverable: The Deliverable, The Document, Overall Structure, Aligning Findings, Presentation
Integration:

Integrating the Results, Integration Summary, Mitigation, Defense Planning, Incident
Management, Security Policy, Conclusion

TEXT BOOK:

1. James S. Tiller, [1The Ethical Hack: A Framework for Business Value Penetration
Testing(], Auerbach Publications, CRC Press.

REFERENCE BOOKS:

1. EC-Council, “ Ethical Hacking and Countermeasures Attack Phases” , Cengage Learning.
2. Michael Simpson, Kent Backman, James Corley, “ Hands-On Ethical Hacking
and Network Defense” , Cengage Learning.
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S24CY522PE: DATA SCIENCE (Professional Elective — Il)

B.Tech. lll Year | Sem. LTPC

300 3
Course Objectives:

e Learn concepts, techniques and tools they need to deal with various facets of data science
practice, including data collection and integration

e Understand the basic types of data and basic statistics

o Identify the importance of data reduction and data visualization techniques

Course Outcomes:
¢ Understand basic terms of statistical modeling and data science
¢ Implementation of R programming concepts
e utilize R elements for data visualization and prediction

UNIT-1

Introduction

Definition of Data Science- Big Data and Data Science hype — and getting past the hype -
Datafication

- Current landscape of perspectives - Statistical Inference - Populations and samples -
Statistical modeling, probability distributions, fitting a model 0 Over fitting.
Basics of R: Introduction, R-Environment Setup, Programming with R, Basic Data Types.

UNIT-1I

Data Types & Statistical Description

Types of Data: Attributes and Measurement, Attribute, The Type of an Attribute, The
Different Types of Attributes, Describing Attributes by the Number of Values, Asymmetric
Attributes, Binary Attribute, Nominal Attributes, Ordinal Attributes, Numeric Attributes,
Discrete versus Continuous Attributes.

Basic Statistical Descriptions of Data: Measuring the Central Tendency: Mean, Median, and
Mode, Measuring the Dispersion of Data: Range, Quartiles, Variance, Standard Deviation,
and Interquartile Range, Graphic Displays of Basic Statistical Descriptions of Data.

UNIT-11I

Vectors: Creating and Naming Vectors, Vector Arithmetic, Vector sub setting,

Matrices: Creating and Naming Matrices, Matrix Sub setting, Arrays, Class.

Factors and Data Frames: Introduction to Factors: Factor Levels, Summarizing a Factor,
Ordered Factors, Comparing Ordered Factors, Introduction to Data Frame, subsetting of
Data Frames, Extending Data Frames, Sorting Data Frames.

Lists: Introduction, creating a List: Creating a Named List, Accessing List Elements,
Manipulating List Elements, Merging Lists, Converting Lists to Vectors
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UNIT- IV

Conditionals and Control Flow: Relational Operators, Relational Operators and

Vectors, Logical Operators, Logical Operators and Vectors, Conditional Statements.
Iterative Programming in R: Introduction, While Loop, For Loop, Looping Over List.

Functions in R: Introduction, writing a Function in R, Nested Functions, Function Scoping,
Recursion, Loading an R Package, Mathematical Functions in R.

UNIT-V

Charts and Graphs: Introduction, Pie Chart: Chart Legend, Bar Chart, Box Plot, Histogram,
Line Graph: Multiple Lines in Line Graph, Scatter Plot.
Regression: Linear Regression Analysis, Multiple Linear regression

TEXT BOOKS:
1. Doing Data Science, Straight Talk from The Frontline. Cathy O’ Neil and Rachel Schutt,
O’ Reilly, 2014.

2. K G Srinivas, G M Siddesh, “ Statistical programming in R” , Oxford Publications.

REFERENCE BOOKS:

1. Jiawei Han, Micheline Kamber and Jian Pei. Data Mining: Concepts and

Techniques, 3rd ed. The Morgan Kaufmann Series in Data Management Systems.
2. Introduction to Data Mining, Pang-Ning Tan, Vipin Kumar, Michael Steinbanch,

Pearson Education.
3. Brain S. Everitt, “ A Handbook of Statistical Analysis Using R” , Second Edition, 4 LLC, 2014.
Dalgaard, Peter, “ Introductory statistics with R” , Springer Science & Business Media, 2008.
5. Paul Teetor, “ R Cookbook” , O’ Reilly, 2011.

P
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S24CY523PE: DISTRIBUTED SYSTEMS (Professional Elective — Il
B.Tech. lll Year | Sem. LTPC
300 3

Prerequisites:
1. Acourse on“ Operating Systems”
2. A course on“ Computer Organization & Architecture”

Course Objectives:
e To provide an insight into Distributed systems.
e Tointroduce concepts related to Peer to Peer Systems, Transactions and Concurrency control,
Security and Distributed shared memory

Course Outcomes:
e Understand Transactions and Concurrency control.
e Understand distributed shared memory.
e Design a protocol for a given distributed application.

UNIT -1

Characterization of Distributed Systems: Examples of Distributed systems, Resource

sharing and web, challenges

System models: Architectural and Fundamental models, Networking and Internetworking, Interprocess
Communication

Distributed objects and Remote Invocation: Communication between distributed

objects, RPC, Events and notifications, Case study-Java RMI.

UNIT -1l

Operating System Support- OS layer, Protection, Processes and Threads, Communication
and Invocation, Operating system architecture.
Distributed File Systems-Introduction, File Service architecture.

UNIT - 1lI

Peer to Peer Systems— Napster and its legacy, Peer to Peer middleware

Time and Global States-Introduction, Clocks, events and Process states,
Synchronizing physical clocks, logical time and logical clocks, global states, distributed
debugging.

Coordination and Agreement- Distributed mutual exclusion, Elections, Multicast
communication, consensus and related problems.

UNIT- IV

Transactions and Concurrency Control- Introduction, Transactions, Nested
Transactions, Locks, Optimistic concurrency control, Timestamp ordering.
Distributed Transactions-Introduction, Flat and Nested Distributed Transactions,
Atomic commit protocols, Concurrency control in distributed transactions
Distributed deadlocks: Transaction recovery.
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UNIT-V

Replication: Introduction, System model and group communication, Fault tolerant services,
Transactions with replicated data.
Distributed shared memory: Design and Implementation issues, Consistency models.

TEXT BOOKS:

1. Distributed Systems Concepts and Design, G Coulouris, J Dollimore and T
Kindberg, Fourth Edition, Pearson Education.
2. Distributed Systems, S. Ghosh, Chapman & Hall/CRC, Taylor & Francis Group, 2010.

REFERENCE BOOKS:

1. Distributed Systems — Principles and Paradigms, A.S. Tanenbaum and M.V. Steen,
Pearson Education.

2. Distributed Computing, Principles, Algorithms and Systems, Ajay D.
Kshemakalyani and Mukesh Singhal, Cambridge, rp 2010.
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S24CY503PC: FORMAL LANGUAGES AND AUTOMATA THEORY (Professional Elective — Il

B.Tech. lll Year | Sem. LTP C
300 3

Course Objectives
e To provide introduction to some of the central ideas of theoretical computer science from the
perspective of formal languages.
e Tointroduce the fundamental concepts of formal languages, grammars and automata theory.
e Classify machines by their power to recognize languages.
e Employ finite state machines to solve problems in computing.
e To understand deterministic and non-deterministic machines.
e Tounderstand the differences between decidability and undecidability.

Course Outcomes
e Understand the concept of abstract machines and their power t'o recognize the languages.
o Employ finite state machines for modeling and solving computing problems.
o Design context free grammars for formal languages.
e Distinguish between decidability and undecidability.

UNIT - |
Introduction to Finite Automata: Structural Representations, Automata and Complexity,
the Central Concepts of Automata Theory 1 Alphabets, Strings, Languages, Problems.
Nondeterministic Finite Automata: Formal Definition, an application, Text Search, Finite
Automata with Epsilon-Transitions.
Deterministic Finite Automata: Definition of DFA, How A DFA Process Strings, The
language of DFA, Conversion of NFA with €-transitions to NFA without €-transitions.
Conversion of NFA to DFA, Moore and Melay machines

UNIT - I
Regular Expressions: Finite Automata and Regular Expressions, Applications of Regular
Expressions, Algebraic Laws for Regular Expressions, Conversion of Finite Automata to
Regular Expressions.
Pumping Lemma for Regular Languages, Statement of the pumping lemma, Applications
of the Pumping Lemma.
Closure Properties of Regular Languages: Closure properties of Regular languages,
Decision Properties of Regular Languages, Equivalence and Minimization of Automata.

UNIT -1l
Context-Free Grammars: Definition of Context-Free Grammars, Derivations Using a
Grammar, Leftmost and Rightmost Derivations, the Language of a Grammar, Sentential
Forms, Parse Trees, Applications of Context-Free Grammars, Ambiguity in Grammars and
Languages.
Push Down Automata: Definition of the Pushdown Automaton, the Languages of a PDA,
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Equivalence of PDA's and CFG's, Acceptance by final state, Acceptance by empty stack,
Deterministic Pushdown Automata. From CFG to PDA, From PDA to CFG.

UNIT - IV

Normal Forms for Context- Free Grammars: Eliminating useless symbols, Eliminating €-
Productions. Chomsky Normal form Greibach Normal form.

Pumping Lemma for Context-Free Languages: Statement of pumping lemma,
Applications Closure Properties of Context-Free Languages: Closure properties of
CFL’s, Decision Properties of CFL's Turing Machines: Introduction to Turing Machine,
Formal Description, Instantaneous description, The language of a Turing machine

UNIT -V
Types of Turing machine: Turing machines and halting
Undecidability: Undecidability, A Language that is Not Recursively Enumerable, An
Undecidable Problem That is RE, Undecidable Problems about Turing Machines, Recursive
languages, Properties of recursive languages, Post's Correspondence Problem, Modified
Post Correspondence problem, Other Undecidable Problems, Counter machines.

TEXT BOOKS:

1. Introduction to Automata Theory, Languages, and Computation, 3nd Edition, John E.
Hopcroft, Rajeev Motwani, Jeffrey D. Ullman, Pearson Education.

2. Theory of Computer Science — Automata languages and computation,
Mishra and Chandrashekaran, 2nd edition, PHI.

REFERENCE BOOKS:

1. Introduction to Languages and The Theory of Computation, John C Martin, TMH.
Introduction to Computer Theory, Daniel I.A. Cohen, John Wiley.

A Textbook on Automata Theory, P. K. Srimani, Nasir S. F. B, Cambridge University Press.
Introduction to the Theory of Computation, Michael Sipser, 3rd edition, Cengage Learning.
Introduction to Formal languages Automata Theory and Computation Kamala
Krithivasan, Rama R, Pearson.

a s wnN
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S24CY525PE: IOT SECURITY (Professional Elective — Il)

B.Tech. lll Year | Sem. LTPC
3003

Course Objectives:
e Understand the various attacks and importance of Security aspects in 0T
e Understand the techniques, protocols and security towards Gaming models
e Understand security and privacy challenges of loT
e Understand the application of block chain technology for loT Security

Course Outcomes:
e Incorporate the best practices learnt to identify the attacks and mitigate the same
e Adopt the right security techniques and protocols during the design of 10T products
e Assimilate and apply the skills learnt on ciphers and block chains when appropriate
e Describe the essential components of loT
e Find appropriate security/privacy solutions for loT

UNIT-1
Fundamentals of loT and Security and its need, Prevent Unauthorized Access to Sensor
Data, Block ciphers, Introduction to Blockchain, Introduction of loT devices, loT Security
Requirements, M2M Security, Message integrity Modeling faults and adversaries Difference
among loT devices, computers, and embedded devices.

UNIT-1I
loT and cyber-physical systems RFID Security, Authenticated encryption Byzantine Generals
problem sensors and actuators in loT, loT security (vulnerabilities, attacks, and
countermeasures), Cyber Physical Object Security, Hash functions Consensus algorithms
and their scalability problems Accelerometer, photoresistor, buttons

UNIT-11I
Security engineering for loT development Hardware Security, Merkle trees and Elliptic curves
digital signatures, verifiable random functions, Zero-knowledge systems motor, LED,
vibrator, loT security lifecycle, Front-end System Privacy Protection, Management, Secure
loT Databases, Public-key crypto (PKI), blockchain, the challenges, and solutions, analog
signal vs. digital signal

UNIT- IV
Data Privacy Networking Function Security Trees signature algorithms proof of work, Proof
of stake, Networking in loT Device/User Authentication in 10T IoT Networking Protocols,
Crypto-currencies, alternatives to Bitcoin consensus, Bitcoin scripting language and their use
Real-time communication
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UNIT-V
Introduction to Authentication Techniques, Secure IoT Lower Layers, Bitcoin P2P network,
Ethereum and Smart Contracts, Bandwidth efficiency, Data Trustworthiness in loT, Secure
loT Higher Layers,

Distributed consensus, Smart Contract Languages and verification challenges, Data
analytics in loT - simple data analyzing methods

TEXT BOOKS:
1. B. Russell and D. Van Duren, “ Practical Internet of Things Security,” Packt Publishing,
2016.

2. FeiHU," Securityand Privacy Internet of Things (loTs):Models, Algorithms
and Implementations” , CRC Press, 2016

3. Narayanan et al., “ Bitcoin and Cryptocurrency Technologies: A Comprehensive
Introduction,” Princeton University Press, 2016.

REFERENCE BOOKS:

1. A. Antonopoulos, “ Mastering Bitcoin: Unlocking Digital Crypto currencies,” O’ Reilly, 2014.

2. T. Alpcan and T. Basar, “ Network Security: A Decision and Game-theoretic
Approach,” Cambridge University Press, 2011.

3. Security and the |oT ecosystem, KPMG International, 2015.

4. Internet of Things: IoT Governance, Privacy and Security Issues” European Research
Cluster.

5. Ollie Whitehouse, “ Security of Things: An Implementers' Guide to Cyber-Security
for Internet of Things Devices and Beyond” , NCC Group, 2014.

6. Josh Thompson, * Blockchain: The Blockchain for Beginnings, Guide to Blockchain
Technology and Blockchain Programming’ , Create Space Independent Publishing
Platform, 2017.
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S24CY504PC: NETWORK SECURITY AND CRYPTOGRAPHY LAB

B.Tech. lll Year | Sem. LTPC
0 02 1

Course Objectives:
e Explain the objectives of information security
e Explain the importance and application of each of confidentiality, integrity, authentication and
availability
e Understand various cryptographic algorithms.

Course Outcomes:
e Understand basic cryptographic algorithms, message and web authentication and security
issues.
e Identify information system requirements for both of them such as client and server.
e Understand the current legal issues towards information security.

List of Experiments:

1. Write a C program that contains a string (char pointer) with a value * Hello world’ . The program
should XOR each character in this string with 0 and display the result.

2. Write a C program that contains a string (char pointer) with a value * Hello world’ . The program
should AND or and XOR each character in this string with 127 and display the result.

3. Write a Java program to perform encryption and decryption using the following algorithms

a. Ceaser cipher b. Substitution cipher c. Hill Cipher
4. Write a C/JAVA program to implement the DES algorithm logic.
5. Write a C/JAVA program to implement the Blowfish algorithm logic.
6. Write a C/JAVA program to implement the Rijndael algorithm logic.
7. Write the RC4 logic in Java Using Java cryptography; encrypt the text “ Hello world” using
Blowfish. Create your own key using Java key tool.
8. Write a Java program to implement the RSA algorithm.
9. Implement the Diffie-Hellman Key Exchange mechanism using HTML and JavaScript.
10. Calculate the message digest of a text using the SHA-1 algorithm in JAVA.
11. Calculate the message digest of a text using the MD5 algorithm in JAVA

TEXT BOOKS:
1. Cryptography and Network Security - Principles and Practice: William Stallings, Pearson
Education, 6th Edition
2. Cryptography and Network Security: Atul Kahate, McGraw Hill, 3rd Edition

REFERENCE BOOKS:
1. Cryptography and Network Security: C K Shyamala, N Harini, Dr T R Padmanabhan, Wiley
India, 1st Edition.
2. Cryptography and Network Security: Forouzan Mukhopadhyay, McGraw Hill, 3rd Edition
3. Information Security, Principles, and Practice: Mark Stamp, Wiley India.

4. Principles of Computer Security: WM. Arthur Conklin, Greg White, TMH
5. Introduction to Network Security: Neal Krawetz, CENGAGE Learning
6. Network Security and Cryptography: Bernard Menezes, CENGAGE Learning
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S24CY5058PC: DATABASE MANAGEMENT SYSTEMS LAB

B.Tech. lll Year | Sem. LTPC
00 21
Co-requisites:
e Co-requisite of course “ Database Management Systems”

Course Objectives:
e Introduce ER data model, database design and normalization
e Learn SQL basics for data definition and data manipulation

Course Outcomes:
o Design database schema for a given application and apply normalization
e Acquire skills in using SQL commands for data definition and data manipulation.
o Develop solutions for database applications using procedures, cursors and triggers

List of Experiments:

1. Concept design with E-R Model

2. Relational Model

3. Normalization

4. Practicing DDL commands

5. Practicing DML commands

6. A. Querying (using ANY, ALL, UNION, INTERSECT, JOIN, Constraints etc.)

B. Nested, Correlated subqueries
7. Queries using Aggregate functions, GROUP BY, HAVING and Creation and dropping of Views.
8. Triggers (Creation of insert trigger, delete trigger, update trigger)
9. Procedures
10. Usage of Cursors

TEXT BOOKS:
1. Database Management Systems, Raghurama Krishnan, Johannes Gehrke, Tata Mc Graw Hill,
3rd Edition

2. Database System Concepts, Silberschatz, Korth, McGraw Hill, V edition.

REFERENCES BOOKS:
1. Database Systems design, Implementation, and Management, Peter Rob & Carlos Coronel
7t Edition.
Fundamentals of Database Systems, Elmasri Navrate, Pearson Education
Introduction to Database Systems, C.J. Date, Pearson Education
Oracle for Professionals, The X Team, S. Shah and V. Shah, SPD.
Database Systems Using Oracle: A Simplified guide to SQL and PL/SQL, Shah, PHI.
Fundamentals of Database Management Systems, M. L. Gillenson, Wiley Student Edition.

o0k wN
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S24CY506PC: Ul DESIGN-FLUTTER
B.Tech. lll Year | Sem. L TPC

Course Objectives:
e LearnstoImplement Flutter Widgets and Layouts
e Understands Responsive Ul Design and with Navigation in Flutter
e Knowledge on Widges and customize widgets for specific Ul elements, Themes
e Understand to include animation apart from fetching data

Course Outcomes:

e Implements Flutter Widgets and Layouts

¢ Responsive Ul Design and with Navigation in Flutter

e Create custom widgets for specific Ul elements and also Apply styling using themes and custom
styles.

o Design aform with various input fields, along with validation and error handling

e Fetches data and write code for unit Test for Ul components and also animation

List of Experiments: Students need to implement the following experiments
1. a) Install Flutter and Dart SDK.

b) Write a simple Dart program to understand the language basics.

2. a) Explore various Flutter widgets (Text, Image, Container, etc.).

b) Implement different layout structures using Row, Column, and Stack
widgets.

3. a) Design aresponsive Ul that adapts to different screen sizes.
b) Implement media queries and breakpoints for responsiveness.

4. a) Set up navigation between different screens using Navigator.
b) Implement navigation with named routes.

5. a) Learn about stateful and stateless widgets.
b) Implement state management using set State and Provider.

a) Create custom widgets for specific Ul elements.

b) Apply styling using themes and custom
styles.

7. a) Design aform with various input fields.
b) Implement form validation and error handling.

8. a) Add animations to Ul elements using Flutter's animation framework.
b) Experiment with different types of animations (fade, slide, etc.).

9. a) Fetch datafrom a REST API.

b) Display the fetched data in a meaningful way in the Ul.
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10. a) Write unit tests for Ul components.
b) Use Flutter's debugging tools to identify and fix issues.

TEXT BOOK:
1. Marco L. Napoli, Beginning Flutter: A Hands-on Guide to App Development
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S24EN508HS: ADVANCED ENGLISH COMMUNICATION SKILLS LAB

B.Tech. lll Year | Sem. LT PC
002 1

1. Introduction
The introduction of the Advanced English Communication Skills Lab is considered essential

at the B.Tech 3rd year level. At this stage, the students need to prepare themselves for their
career which may require them to listen to, read, speak and write in English both for their
professional and interpersonal communication in the globalised context.
The proposed course should be a laboratory course to enable students to use appropriate
English and perform the following:
1. Gathering ideas and information to organise ideas relevantly and coherently.
Making oral presentations.
Writing formal letters.
Transferring information from non-verbal to verbal texts and vice-versa.
Writing project/research reports/technical reports.
Participating in group discussions.
Engaging in debates.
Facing interviews.
Taking part in social and professional communication.

© o N OAMODN

2. Obijectives:
This Lab focuses on using multi-media instruction for language development to meet the
following targets:
e Toimprove the students’ fluency in English, with a focus on vocabulary
e To enable them to listen to English spoken at normal conversational speed by educated
English speakers
e To respond appropriately in different socio-cultural and professional contexts
¢ Tocommunicate their ideas relevantly and coherently in writing
e To prepare the students for placements.

3. Syllabus:

The following course content to conduct the activities is prescribed for the Advanced English

Communication Skills (AECS) Lab:

1. Activities on Listening and Reading Comprehension: Active Listening -
Development of Listening Skills Through Audio clips - Benefits of Reading — Methods
and Techniques of Reading
— Basic Steps to Effective Reading — Common Obstacles — Discourse Markers or
Linkers - Sub- skills of reading - Reading for facts, negative facts and Specific Details-
Guessing Meanings from Context, Inferring Meaning - Critical Reading —— Reading
Comprehension — Exercises for Practice.

2. Activities on Writing Skills: Vocabulary for Competitive Examinations - Planning for
Writing — Improving Writing Skills - Structure and presentation of different types of writing
— Free Writing and Structured Writing - Letter Writing —Writing a Letter of Application
—Resume vs. Curriculum Vitae
—Writing a Résumé — Styles of Résumé - e-Correspondence — Emails — Blog Writing - (N)etiquette
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[ Report Writing [ Importance of Reports [1 Types and Formats of Reports(] Technical
Report Writing[l Exercises for Practice.

3. Activities on Presentation Skills - Starting a conversation — responding appropriately
and relevantly — using the right language and body language — Role Play in different
situations including Seeking Clarification, Making a Request, Asking for and Refusing
Permission, Participating in a Small Talk — Oral presentations (individual and group)
through JAM sessions- PPTs — Importance of Presentation Skills — Planning, Preparing,
Rehearsing and Making a Presentation — Dealing with Glossophobia or Stage Fear —
Understanding Nuances of Delivery - Presentations through Posters/Projects/Reports —
Checklist for Making a Presentation and Rubrics of Evaluation

4. Activities on Group Discussion (GD): Types of GD and GD as a part of a Selection
Procedure - Dynamics of Group Discussion- Myths of GD - Intervention, Summarizing -
Modulation of Voice, Body Language, Relevance, Fluency and Organization of Ideas —
Do’ sand Don’ ts - GD Strategies
— Exercises for Practice.

5. Interview Skills: Concept and Process - Interview Preparation Techniques - Types of
Interview Questions — Pre-interview Planning, Opening Strategies, Answering Strategies
- Interview Through Tele-conference & Video-conference - Mock Interviews.

4. Minimum Requirement:
The Advanced English Communication Skills (AECS) Laboratory shall have the
following infrastructural facilities to accommodate at least 35 students in the lab:
e Spacious room with appropriate acoustics
e Round Tables with movable chairs
e Audio-visual aids
e LCD Projector
e Public Address system
¢ One PC with latest configuration for the teacher
e T.V, adigital stereo & Camcorder
e« Headphones of High quality

5. Suggested Software: The software consisting of the prescribed topics elaborated above
should be procured and used.
e TOEFL & GRE (KAPLAN, AARCO & BARRONS, USA, Cracking GRE by CLIFFS)

e Oxford Advanced Learner’ s Dictionary, 10th Edition

e Cambridge Advanced Learner’ s Dictionary

e DELTA’ skeytothe Next Generation TOEFL Test: Advanced Skill Practice.
e Lingua TOEFL CBT Insider, by Dreamtech

6. Books Recommended:

1. Rizvi, M. Ashraf (2018). Effective Technical Communication. (Z”d ed.). McGraw Hill
Education (India) Pvt. Ltd.
2. Suresh Kumar, E. (2015). Engineering English. Orient BlackSwan Pvt. Ltd.

3. Bailey, Stephen. (2018). Academic Writing: A Handbook for International Students. (5th

Edition). Routledge.
4. Koneru, Aruna. (2016). Professional Communication. McGraw Hill Education (India) Pvt. Ltd.
5. Raman, Meenakshi & Sharma, Sangeeta. (2022). Technical Communication,
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Principles and Practice. (4TH Edition) Oxford University Press.
Anderson, Paul V. (2007). Technical Communication. Cengage Learning Pvt. Ltd. New Delhi.

7. McCarthy, Michael; O’ Dell, Felicity & Redman, Stuart. (2017). English Vocabulary in
Use

Series. Cambridge University Press

8. Sen, Leela. (2009). Communication Skills. PHI Learning Pvt Ltd., New Delhi.

9. Elbow, Peter. (1998 ). Writing with Power. Oxford University Press.

10. Goleman, Daniel. (2013). Emotional Intelligence: Why it can matter more than IQ.
Bloomsbury Publishing.
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S24*MC510: INTELLECTUAL PROPERTY RIGHTS

B.Tech. lll Year | Sem. L TPC
3000

Course Objectives:
e Significance of intellectual property and its protection
e Introduce various forms of intellectual property

Course Outcomes:
o Distinguish and Explain various forms of IPRs.
o Identify criteria to fit one's own intellectual work in particular form of IPRs.
e Apply statutory provisions to protect particular form of IPRs.
e Appraise new developments in IPR laws at national and international level

UNIT-1

Introduction to Intellectual property: Introduction, types of intellectual property,
international organizations, agencies and treaties, importance of intellectual property rights.

UNIT=1I
Trade Marks: Purpose and function of trademarks, acquisition of trade mark rights,
protectable matter, selecting, and evaluating trade mark, trade mark registration processes.

UNIT =1
Law of copyrights: Fundamental of copyright law, originality of material, rights of
reproduction, rights to perform the work publicly, copyright ownership issues, copyright

registration, notice of copyright, International copyright law.
Law of patents: Foundation of patent law, patent searching process, ownership rights and transfer

UNIT =1V
Trade Secrets: Trade secret law, determination of trade secret status, liability for

misappropriations of trade secrets, protection for submission, trade secret litigation.
Unfair competition: Misappropriation right of publicity, false advertising.

UNIT -V
New development of intellectual property: new developments in trade mark law; copyright
law, patent law, intellectual property audits.
International overview on intellectual property, international [1 trade mark law, copyright law,
international patent law, and international development in trade secrets law.
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TEXT BOOK:
1. Intellectual property right, Deborah. E. Bouchoux, Cengage learning

REFERENCE BOOK:

1. Intellectual property right — Unleashing the knowledge economy, prabuddha ganguli,
Tata McGraw Hill Publishing company lItd.
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S24CY601PC: CYBER SECURITY ESSENTIALS

B.Tech. lll Year Il Sem. LTPC
3003

Course Objectives:
e Understand fundamental concepts of cyber security, including information
assurance, cryptography, network security, and Windows security principles.
e Explore attacker techniques, motivations, and exploitation methods, gaining insights
into cyber threats and vulnerabilities.

Course Outcomes:

e Understand basic cryptographic techniques for securing information and analyze
cyber threats using concepts such as proxies, tunneling, and fraud techniques.

o Develop skills in identifying and exploiting vulnerabilities, including shellcode, buffer
overflows, SQL injection, and web exploit tools.

« Demonstrate knowledge of malicious code, its types (worms, viruses), and
countermeasures against evasion, privilege escalation, and information theft.

¢ Analyze defense and analysis techniques, including memory forensics,
honeypots, and intrusion detection systems, for proactive cybersecurity measures.

UNIT-1

Cyber Security Fundamentals: Network and Security Concepts- Information Assurance
Fundamentals, Basic Cryptography, Symmetric Encryption, Public Key Encryption, The
Domain Name System (DNS), Firewalls, Virtualization, Radio-Frequency ldentification
Microsoft Windows Security Principles: Windows Tokens, Window Messaging, Windows
Program, The Windows firewalls

UNIT-1I

Attacker Techniques and Motivations: How Hackers Cover Their Tracks (Antiforensics)
How and Why Attackers Use Proxies, Tunneling Techniques, Fraud Techniques, Threat
Infrastructure

UNIT-1II

Exploitation: Techniques to Gain a Foothold, Misdirection- Shellcode, Integer Overflow
Vulnerabilities, Stack-Based Buffer Overflows, Format String Vulnerabilities, SQL Injection,
Malicious PDF Files, Race Conditions, Web Exploit Tools, DoS Conditions, Brute Force and
Dictionary Attacks, Reconnaissance, and Disruption Methods- Cross-Site Scripting (XSS),
Social Engineering, WarXing, DNS Amplification Attacks

UNIT- IV

Malicious Code: Self-Replicating Malicious Code- Worms, Viruses. Evading Detection and
Elevating Privileges- Obfuscation, Virtual Machine Obfuscation, Persistent Software
Techniques, Rootkits, Spyware, Attacks against Privileged User Accounts and Escalation of
Privileges, Token Kidnapping, Virtual Machine Detection. Stealing Information and
Exploitation- Form Grabbing, Man-in-the-Middle Attacks, DLL Injection, Browser Helper
Objects
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UNIT-V

Defense and Analysis Techniques: Memory Forensics, Honeypots, Malicious Code
Naming, Automated Malicious Code Analysis Systems, Intrusion Detection Systems.

TEXT BOOK:

1. James Graham, Richard Howard, Ryan Olson, [1Cyber Security Essentials(1, CRC
Press, Taylor & Francis Group, 2011.

REFERENCE BOOK:

1. Mayank Bhusan, Rajkumar Singh Rathore, Aatif Jamshed, TTFundamental of Cyber
Security (Principles, Theory and Practices) BPB Publications 2018.
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S24CY602PC: CYBER CRIME INVESTIGATION & DIGITAL FORENSICS
B.Tech. lll Year Il Sem. LTPC
0

Prerequisites

1. Knowledge of computer hardware, operating systems, applications and
networking is required.

Course Objectives:
¢ Know about role of digital devices in cyber crime investigation
e Learn about cyber crime investigation process and methodologies
e Anintroduction to the methodology and procedures associated with digital forensic
analysis in a network environment.

Course Outcomes:
e To obtain and analyze digital information for possible use as evidence in civil,
criminal or administrative cases.
e Tolearn about the importance of digital forensic principles and procedures
¢ Toknow legal considerations and digital evidence controls
e Tolearn about digital forensic tools

UNIT =1

Foundations of Digital Forensics: Digital Evidence, Principles of Digital Forensics,
Challenging aspects of Digital Evidence, The Role of computers in crime, Cyber Crime Law.

UNIT=1I

Digital Investigations: Digital Investigation process models, Applying Scientific method in
Digital Investigations, Handling a digital Crime scene: Fundamental Principles, Surveying
and Preserving Digital Investigation.

UNIT - 11l

Violent Crime and Digital Investigation: The role of Computers in violent crime,
Processing Digital crime scene, Investigative Reconstruction, Digital Evidence as Alibi.

UNIT- IV

Cyber stalking, Computer basics for Digital Forensics, Applying Forensics science to
computers, Digital Evidence on windows systems, Digital Evidence on Unix systems.
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UNIT-V
Network Forensics: Networks basics for Digital Investigators, Applying Forensics
science to networks, Digital Evidence on physical and data link layers, Digital Evidence

on Network and Transport layers.

TEXT BOOK:
1. Digital Evidence and computer Crime by Eoghan Casey Academic Press Third Edition.

REFERENCE BOOKS:
1. Real Digital Forensics for Handheld Devices, E. P. Dorothy, Auerback Publications, 2013.

The Basics of Digital Forensics: The Primer for Getting Started in Digital Forensics,

2.
3. J. Sammons, Syngress Publishing, 2012.
4. Handbook of Digital Forensics and Investigation, E. Casey, Academic Press, 2010.
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S24CY635PE: BLOCK CHAIN TECHNOLOGY

B.Tech. lll Year Il Sem. LTPC
3003

Prerequisites:
1. Knowledge in information security and applied cryptography.
2. Knowledge in Computer Networks

Course Objectives:
e To learn the fundamentals of Blockchain and various types of block chain and
consensus mechanisms.
e To understand the public block chain system, Private block chain system and
consortium blockchain.
e Able to know the security issues of blockchain technology.

Course Outcomes:
e Understanding concepts behind crypto currency
e Applications of smart contracts in decentralized application development
e Understand frameworks related to public, private and hybrid blockchain
e Create blockchain for different application case studies

UNIT-I
Fundamentals of Blockchain: Introduction, Origin of Blockchain, Blockchain Solution,
Components of Blockchain, Block in a Blockchain, The Technology and the Future.
Blockchain Types and Consensus Mechanism: Introduction, Decentralization and
Distribution, Types of Blockchain, Consensus Protocol.
Cryptocurrency — Bitcoin, Altcoin and Token: Introduction, Bitcoin and the Cryptocurrency,
Cryptocurrency Basics, Types of Cryptocurrencies, Cryptocurrency Usage.

UNIT-II
Public Blockchain System: Introduction, Public Blockchain, Popular Public Blockchains, The
Bitcoin Blockchain, Ethereum Blockchain.
Smart Contracts: Introduction, Smart Contract, Characteristics of a Smart Contract, Types
of Smart Contracts, Types of Oracles, Smart Contracts in Ethereum, Smart Contracts in
Industry.

UNIT-1II

Private Blockchain System: Introduction, Key Characteristics of Private Blockchain, Need
of Private Blockchain, Private Blockchain Examples, Private Blockchain and Open Source,
E- commerce Site Example, Various Commands (Instructions) in E-commerce Blockchain,
Smart Contract in Private Environment, State Machine, Different Algorithms of Permissioned
Blockchain, ByzantineFault, Multichain.

Consortium Blockchain: Introduction, Key Characteristics of Consortium Blockchain, Need
of Consortium Blockchain, Hyperledger Platform, Overview of Ripple, Overview of Corda.
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Initial Coin Offering: Introduction, Blockchain Fundraising Methods, Launching an ICO,
Investing in an

ICO, Pros and Cons of Initial Coin Offering, Successful Initial Coin Offerings, Evolution of
ICO, ICO Platforms.

UNIT-IV

Security in Blockchain: Introduction, Security Aspects in Bitcoin, Security and Privacy
Challenges of Blockchain in General, Performance and Scalability, Identity Management and
Authentication, Regulatory Compliance and Assurance, Safeguarding Blockchain Smart
Contract (DApp), Security Aspects in Hyperledger Fabric.

Applications of Blockchain: Introduction, Blockchain in Banking and Finance, Blockchain
in Education, Blockchain in Energy, Blockchain in Healthcare, Blockchain in Real-estate,
Blockchain In Supply Chain, The Blockchain and loT. Limitations and Challenges of
Blockchain.

UNIT-V

Blockchain Case Studies: Case Study 1 1 Retail, Case Study 2 (1 Banking and Financial
Services, Case Study 3 1 Healthcare, Case Study 4 71 Energy and Utilities.

Blockchain Platform using Python: Introduction, Learn How to Use Python Online Editor,
Basic Programming Using Python, Python Packages for Blockchain.

Blockchain platform using Hyperledger Fabric: Introduction, Components of Hyper

ledger Fabric Network, Chain codes from Developer.ibm.com, Blockchain Application Using
Fabric Java SDK.

TEXT BOOK:

1. OBlockchain Technologyd, Chandramouli Subramanian, Asha A. George,
Abhilasj K A and Meena Karthikeyan, Universities Press.

REFERENCE BOOKS:

1. Michael Juntao Yuan, Building Blockchain Apps, Pearson, India.
2. Blockchain Blueprint for Economy, Melanie Swan, SPD O'reilly.
3. Blockchain for Business, Jai Singh Arun, Jerry Cuomo, Nitin Gaur, Pearson.



[Type here]

S24CY631PE: MOBILE APPLICATION SECURITY (Professional Elective — ll)

B.Tech. lll Year Il Sem. LTPC
300 3

Course Objectives:
e This course provides a thorough understanding of mobile platforms, including attack
surfaces, risk landscape & more.
Course Outcomes:
e Understand common mobile application security vulnerabilities
« Define the security controls of multiple mobile operating systems
e Understand and analyze Bluetooth technology
e understand and analyze overview of SMS security and Enterprise security

UNIT-1

Top Mobile Issues and Development Strategies: Top Issues Facing Mobile Devices,
Physical Security, Secure Data Storage (on Disk), Strong Authentication with Poor
Keyboards, Multiple-User Support with Security, Safe Browsing Environment, Secure
Operating Systems, Application Isolation, Information Disclosure, Virus, Worms, Trojans,
Spyware, and Malware, Difficult Patching/Update Process, Strict Use and Enforcement of
SSL, Phishing, Cross-Site Request Forgery (CSRF), Location Privacy/Security, Insecure
Device Drivers, Multi Factor Authentication, Tips for Secure Mobile Application Development

UNIT-1I

WAP and Mobile HTML Security WAP and Mobile HTML Basics, Authentication on
WAP/Mobile HTML Sites, Encryption, Application Attacks on Mobile HTML Sites, Cross-Site
Scripting, SQL Injection, Cross-Site Request Forgery, HTTP Redirects, Phishing, Session
Fixation, Non-SSL Login, WAP and Mobile Browser Weaknesses, Lack of HTTP Only Flag
Support, Lack of SECURE Flag Support, Handling Browser Cache, WAP Limitations.

UNIT-11I

Bluetooth Security Overview of the Technology, History and Standards, Common Uses,
Alternatives, Future, Bluetooth Technical Architecture, Radio Operation and Frequency,
Bluetooth Network Topology, Device Identification, Modes of Operation, Bluetooth Stack,
Bluetooth Profiles, Bluetooth Security Features, Pairing, Traditional Security Services in
Bluetooth, Security [INon-Features(], Threats to Bluetooth Devices and Networks, Bluetooth
Vulnerabilities, Bluetooth Versions Prior to v1.2, Bluetooth Versions Prior to v2.1. Security for
1g Wi-Fi Applications, Security for 2g Wi-Fi Applications, Recent Security Schemes for Wi-Fi
Applications

UNIT- IV

SMS Security Overview of Short Message Service, Overview of Multimedia Messaging
Service, Wireless Application Protocol (WAP), Protocol Attacks, Abusing Legitimate
Functionality, Attacking Protocol Implementations, Application Attacks, iPhone Safari,



[Type here]
Windows Mobile MMS, Motorola RAZR JPG Overflow, Walkthroughs, Sending PDUs,
Converting XML to WBXML.

UNIT-V

Enterprise Security on the Mobile OS Device Security Options, PIN, Remote, Secure Local
Storage, Apple iPhone and Keychain, Security Policy Enforcement, Encryption, Full Disk
Encryption, E-mail

Encryption, File Encryption, Application Sandboxing, Signing, and Permissions, Application
Sandboxing, Application Signing, Permissions, Buffer Overflow Protection, Windows Mobile,
iPhone, Android, BlackBerry, Security Feature Summary.

TEXT BOOKS:

1. Mobile Application Security, Himanshu Dwivedi, Chris Clark, David Thiel, First
edition, Tata McGraw Hill.
REFERENCE BOOKS:

1. Mobile and Wireless Network Security and Privacy, Kami S. Makki, et al, Springer.
2. Android Security Attacks Defenses, Abhishek Dubey, CRC Press.



[Type here]
S24CY632PE: MACHINE LEARNING (Professional Elective — lll)

B.Tech. lll Year Il Sem. LTPC
300 3

Course Objectives:
e Tointroduce students to the basic concepts and techniques of Machine Learning.
e To have athorough understanding of the Supervised and Unsupervised learning techniques
e To study the various probability-based learning techniques

Course Outcomes:
e Distinguish between, supervised, unsupervised and semi-supervised learning
e Understand algorithms for building classifiers applied on datasets of non-linearly
separable classes
e Understand the principles of evolutionary computing algorithms
e Design an ensembler to increase the classification accuracy

UNIT -1
Learning — Types of Machine Learning — Supervised Learning — The Brain and the Neuron —
Design a Learning System — Perspectives and Issues in Machine Learning — Concept
Learning Task — Concept Learning as Search Finding a Maximally Specific Hypothesis
Version Spaces and the Candidate Elimination Algorithm — Linear Discriminants: —
Perceptron — Linear Separability Linear Regression.

UNIT-1I
Multi-layer Perceptron] Going Forwards [0 Going Backwards: Back Propagation Error [
Multi-layer Perceptron in Practice — Examples of using the MLP — Overview — Deriving Back-
Propagation — Radial Basis Functions and Splines — Concepts — RBF Network — Curse of
Dimensionality — Interpolations and Basis Functions Support Vector Machines

UNIT -1l
Learning with Trees [] Decision Trees [1 Constructing Decision Trees (] Classification and
Regression Trees [1 Ensemble Learning [1 Boosting (1 Bagging [ Different ways to Combine
Classifiers [ Basic Statistics [1 Gaussian Mixture Models [ Nearest Neighbor Methods [
Unsupervised Learning [ K means Algorithms

UNIT -V
Dimensionality Reduction [ Linear Discriminant Analysis [1 Principal Component Analysis [
Factor Analysis [ Independent Component Analysis [ Locally Linear Embedding 1 Isomap
[ Least Squares Optimization
Evolutionary Learning — Genetic algorithms Genetic Offspring: - Genetic Operators — Using
Genetic Algorithms
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UNIT-V
Reinforcement Learning — Overview — Getting Lost Example

Markov Chain Monte Carlo Methods — Sampling Proposal Distribution — Markov Chain Monte Carlo
[0 Graphical Models 1 Bayesian Networks [J Markov Random Fields [J Hidden Markov Models
[0 Tracking Methods

TEXT BOOKS:

1. Stephen Marsland, —Machine Learning — An Algorithmic Perspective, Second
Edition, Chapman and Hall/CRC Machine Learning and Pattern Recognition Series,
2014.

REFERENCE BOOKS:

1. Tom M Mitchell, —Machine Learning, First Edition, McGraw Hill Education, 2013.

2. Peter Flach, —Machine Learning: The Art and Science of Algorithms that Make Sense
of Datall, First Edition, Cambridge University Press, 2012.

3. Jason Bell, —Machine learning — Hands on for Developers and Technical
Professionalsll, First Edition, Wiley, 2014

4. Ethem Alpaydin, —Introduction to Machine Learning 3e (Adaptive Computation and
Machine Learning Series), Third Edition, MIT Press, 2014
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S24CY633PE: DEVOPS (Professional Elective — lll)
B.Tech. lll Year Il Sem. LTPC
3003

Pre-Requisites:
1. Software Engineering
2. Software Project Management

Course Objectives:
e Understand the skill sets and high-functioning teams involved in Agile , DevOps and
related methods to reach a continuous delivery capability.
e Implement automated system update and DevOps lifecycle.

Course Outcomes:
e Understand the various components of Devops environment.
« ldentify Software development models and architectures of DevOps
o Use different project management and integration tools.
e Select an appropriate testing tool and deployment model for project.

UNIT-1

Introduction to DevOps:
Introduction, Agile development model, DevOps and ITIL. DevOps process and Continuous
Delivery, Release management, Scrum, Kanban, delivery pipeline, identifying bottlenecks.

UNIT-1I

Software development models and DevOps:

DevOps Lifecycle for Business Agility, DevOps, and Continuous Testing. DevOps influence
on Architecture: Introducing software architecture, The monolithic scenario, Architecture
rules of thumb, The separation of concerns, Handling database migrations, Micro services
and the data tier, DevOps, architecture, and resilience.

UNIT-1II

Introduction to project management:

The need for source code control, the history of source code management, Roles and code,
source code management system and migrations, shared authentication, Hosted Git servers,
Different Git server implementations, Docker intermission, Gerrit, The pull request model,
GitLab.

UNIT- IV

Integrating the system:

Build systems, Jenkins build server, Managing build dependencies, Jenkins plugins, and file
system layout, The host server, Build slaves, Software on the host, Triggers, Job chaining
and build pipelines, Build servers and infrastructure as code, Building by dependency order,
Build phases, Alternative build servers, Collating quality measures.
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UNIT-V

Testing Tools and Deployment:

Various types of testing, Automation of testing Pros and cons, Selenium - Introduction,
Selenium features, JavaScript testing, Testing backend integration points, Test-driven
development, REPL-driven

development. Deployment of the system: Deployment systems, Virtualization stacks, code
execution at the client, Puppet master and agents, Ansible, Deployment tools: Chef,
SaltStack and Docker.

TEXT BOOKS:
1. Joakim Verona., Practical DevOps, Packt Publishing, 2016.

REFERENCE BOOKS:

1. Deepak Gaikwad, Viral Thakkar. DevOps Tools from Practitioner's
Viewpoint. Wiley publications.

2. Len Bass, Ingo Weber, Liming Zhu. DevOps: A Software Architect's Perspective.
Addison Wesley.



[Type here]

S24CY603PC: ALGORITHMS DESIGN AND ANALYSIS
(Professional Elective — Ill)

B.Tech. Ill Year Il Sem. L TP C
3003
Prerequisites: Programming for problem solving and Data Structures

Course Objectives:

e Introduces the notations for analysis of the performance of algorithms.

e Describes major algorithmic techniques (divide-and-conquer, backtracking,
dynamic programming, greedy, branch and bound methods) and mention
problems for which each technique is appropriate;

e Describes how to evaluate and compare different algorithms using worst, average,
and best- case analysis.

e Explains the difference between tractable and intractable problems, and
introduces the problems that are P, NP and NP complete.

Course Outcomes:
e Analyze the performance of algorithms
e Choose appropriate data structures and algorithm design methods for a specified application
e Understand the choice of data structures and the algorithm design methods

UNIT -1

Introduction: Algorithm, Performance Analysis-Space complexity, Time complexity,
Asymptotic Notations- Big oh notation, Omega notation, Theta notation and Little oh
notation.

Divide and conquer: General method, applications-Binary search, Quick sort, Merge sort,
Strassen(]s matrix multiplication.

UNIT -1l

Disjoint Sets: Disjoint set operations, union and find algorithms, Priority Queue- Heaps,
Heapsort Backtracking: General method, applications, n-queens problem, sum of
subsets problem, graph Coloring, Hamiltonian cycles.

UNIT - 11l

Dynamic Programming: General method, applications- Optimal binary search tree, 0/1
knapsack problem, All pairs shortest path problem, Traveling sales person problem,
Reliability design.

UNIT- IV

Greedy method: General method, applications- Job sequencing with deadlines, knapsack
problem, Minimum cost spanning trees, Single source shortest path problem.

Basic Traversal and Search Techniques: Techniques for Binary Trees, Techniques for
Graphs, Connected components, Biconnected components.
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UNIT-V
Branch and Bound: General method, applications - Travelling sales person problem, 0/1
knapsack problem - LC Branch and Bound solution, FIFO Branch and Bound solution.
NP-Hard and NP-Complete problems: Basic concepts, non-deterministic algorithms, NP -
Hard and NP-Complete classes, Cook(ls theorem.

TEXT BOOK:

1. Fundamentals of Computer Algorithms, Ellis Horowitz, Satraj Sahni and
Rajasekharan, University Press.

REFERENCE BOOKS:

1. Design and Analysis of algorithms, Aho, Ullman and Hopcroft, Pearson education.

2. Introduction to Algorithms, second edition, T. H. Cormen, C.E. Leiserson, R. L.
Rivest, and C. Stein, PHI Pvt. Ltd./ Pearson Education.

3. Algorithm Design: Foundations, Analysis and Internet Examples, M.T.
Goodrich and R.Tamassia, John Wiley and sons.



SR24 B.Tech. CSE (Cyber Security) SPHN Hyderabad

S24CY634PE: MOBILE APPLICATION DEVELOPMENT (Professional
Elective — Ill)

B.Tech. lll Year Il Sem. LTPC
3003
Prerequisites

1. Acquaintance with JAVA programming.
2. A Course on DBMS.

Course Objectives
e Todemonstrate their understanding of the fundamentals of Android operating systems
e Toimproves their skills of using Android software development tools
¢ To demonstrate their ability to develop software with reasonable complexity
on mobile platform
e« Todemonstrate their ability to deploy software to mobile devices
¢ To demonstrate their ability to debug programs running on mobile devices

Course Outcomes
e Understand the working of Android OS Practically.
e Develop Android user interfaces
e Develop, deploy and maintain the Android Applications.

UNIT -1

Introduction to Android Operating System: Android OS design and Features [J Android
development framework, SDK features, Installing and running applications on Android Studio,
Creating AVDs, Types of Android applications, Best practices in Android programming,
Android tools Android application components [ Android Manifest file, Externalizing
resources like values, themes, layouts, Menus etc, Resources for different devices and
languages, Runtime Configuration Changes

Android Application Lifecycle — Activities, Activity lifecycle, activity states, monitoring state changes

UNIT -1l

Android User Interface: Measurements [ Device and pixel density independent measuring
unit - s Layouts [ Linear, Relative, Grid and Table Layouts

User Interface (Ul) Components [JEditable and non-editable TextViews, Buttons, Radio and
Toggle Buttons, Checkboxes, Spinners, Dialog and pickers

Event Handling — Handling clicks or changes of various Ul components

Fragments [ Creating fragments, Lifecycle of fragments, Fragment states, Adding fragments to
Activity, adding, removing and replacing fragments with fragment transactions, interfacing
between fragments and Activities, Multi-screen Activities
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UNIT -1

Intents and Broadcasts: Intent [1 Using intents to launch Activities, Explicitly starting new Activity,
Implicit Intents, Passing data to Intents, Getting results from Activities, Native Actions, using
Intent to dial a number or to send SMS

Broadcast Receivers — Using Intent filters to service implicit Intents, Resolving Intent filters,
finding and

using Intents received within an Activity
Notifications — Creating and Displaying notifications, Displaying Toasts

UNIT -V
Persistent Storage: Files — Using application specific folders and files, creating files, reading
data from files, listing contents of a directory Shared Preferences [ Creating shared
preferences, saving and retrieving data using Shared Preference

UNIT-V
Database [J Introduction to SQLite database, creating and opening a database, creating tables,
inserting retrieving and etindelg data, Registering Content Providers, Using content Providers
(insert, delete, retrieve and update)

TEXT BOOK:
1. Professional Android 4 Application Development, Reto Meier, Wiley India, (Wrox), 2012

REFERENCE BOOKS:
1. Android Application Development for Java Programmers, James C Sheusi, Cengage

Learning, 2013
2. Beginning Android 4 Application Development, Wei-Meng Lee, Wiley India (Wrox), 2013
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S24CY6110E: CYBER LAWS (Open Elective — 1)

B.Tech. lll Year Il Sem. LTPC

300 3
Course Objectives:
e Gain an understanding of the evolution and jurisprudence of cyber law in India,
including the IT Act 2000.
e Learn about digital signatures, e-governance, and their legal implications under the IT Act.
e Understand the legal framework for electronic contracts, their formation, and
international perspectives.
e Explore taxation issues in cyberspace, cybercrimes, electronic evidence, and their
adjudication under the IT Act.

Course Outcomes

e Learn evolution and key aspects of Indian cyber law, including recent amendments.

e Gain knowledge about the legalities of digital signatures and the role of e-
governance in the IT Act.

e Develop an understanding of the legalities involved in electronic contracts and
international conventions.

e Adapt in understanding and analyzing cybercrime, electronic evidence, and intellectual
property rights in the context of IT.

UNIT - |

Introduction: History of Internet and World Wide Web, Need for cyber law, Cybercrime on
the rise, Important terms related to cyber law.

Cyber law in India: Need for cyber law in India, History of cyber law in India.

Information Technology Act, 2000: Overview of other laws amended by the IT Act, 2000,
National Policy on Information Technology 2012.

UNIT - 1I
Overview of the Information Technology Act, 2000: Applicability of the Act, Important
provisions of the Act: Digital signature and electronic signature, Digital Signature under the
IT Act, 2000, E- Governance Attribution, Acknowledgement and Dispatch of Electronic
Records, Certifying Authorities, Electronic Signature Certificates, Duties of Subscribers,
Penalties and Offences, Intermediaries.

UNIT -1l

Overview of rules issued under The IT Act, 2000, Electronic Commerce, Electronic
Contracts, Cyber Crimes, Cyber Frauds.

UNIT - IV

Regulatory Authorities: Department of Electronics and Information Technology, Controller
of Certifying Authorities (CCA), Cyber Appellate Tribunal, Indian Computer Emergency
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Response Team (ICERT), Cloud Computing, Case Laws.

UNIT -V
Introduction to Cybercrime and procedure to report Cybercrime: procedure to report
cybercrime, some basic rules for safe operations of the computer and internet, the criminal
law (amendment) act, 2013: legislative remedies for online harassment and cyberstalking in

India.

TEXT BOOK:
1. Textbook on*“ Cyber Law” , second edition, Pavan Duggal, Universal Law Publishing.
2. Textbook on “ Indian Cyber law on Cybercrimes” , Pavan Duggal,

REFERENCE BOOKS:

1. Debby Russell and Sr. G.T Gangemi, "Computer Security Basics (Paperback)” , 2nd
Edition, O’ Reilly Media, 2006.

2. Thomas R. Peltier, *“ Information Security policies and procedures:
A Practitioner’ s Reference” , 2nd Edition Prentice Hall, 2004.

3. Kenneth J. Knapp, “ Cyber Security and Global Information Assurance: Threat
Analysis and Response Solutions” , 1GI Global, 2009.

4. Thomas R Peltier, Justin Peltier and John Blackley,” Information Security
Fundamentals” , 2nd Edition, Prentice Hall, 1996.
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S24CY6120E: ETHICAL HACKING (Open Elective — 1)

B.Tech. lll Year Il Sem. LTPC
300 3

Prerequisites:

1. A course on “ Operating Systems” .

2. A course on “ Computer Networks” .

3. Acourse on “ Network Security and Cryptography” .

Course Objectives:
e The aim of the course is to introduce the methodologies and framework of ethical
hacking for enhancing security.
e The course includes-Impacts of Hacking; Types of Hackers; Information Security Models;
e Information Security Program; Business Perspective; Planning a Controlled
Attack; Framework of Steps (Reconnaissance, Enumeration, Vulnerability
Analysis, Exploitation, Deliverable and Integration).

Course Outcomes:
e Gain the knowledge of the use and availability of tools to support an ethical hack
¢ Gainthe knowledge of interpreting the results of a controlled attack
e Understand the role of politics, inherent and imposed limitations and metrics for
planning of a test
¢ Comprehend the dangers associated with penetration testing

UNIT- I

Introduction: Hacking Impacts, The Hacker Framework: Planning the test, Sound
Operations, Reconnaissance, Enumeration, Vulnerability Analysis, Exploitation, Final
Analysis, Deliverable, Integration

Information Security Models: Computer Security, Network Security, Service Security,
Application Security, Security Architecture

Information Security Program: The Process of Information Security, Component Parts of
Information Security Program, Risk Analysis and Ethical Hacking

UNIT - 1I
The Business Perspective: Business Objectives, Security Policy, Previous Test Results,
Business Challenges Planning for a Controlled Attack: Inherent Limitations, Imposed
Limitations, timing is Everything, Attack Type, Source Point, Required Knowledge, Multi-
Phased Attacks, Teaming and Attack Structure, Engagement Planner, The Right Security
Consultant, The Tester, Logistics, Intermediates, Law Enforcement

UNIT -1l

Preparing for a Hack: Technical Preparation, Managing the Engagement Reconnaissance:
Social Engineering, Physical Security, Internet Reconnaissance
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UNIT - IV

Enumeration: Enumeration Techniques, Soft Objective, Looking Around or Attack, Elements
of Enumeration, Preparing for the Next Phase

Exploitation: Intuitive Testing, Evasion, Threads and Groups, Operating Systems, Password
Crackers, RootKits, applications, Wardialing, Network, Services and Areas of Concern

UNIT -V

Deliverable: The Deliverable, The Document, Overall Structure, Aligning Findings, Presentation
Integration: Integrating the Results, Integration Summary, Mitigation, Defense Planning,
Incident Management,

Security Policy, Conclusion.

TEXT BOOK:

1. James S. Tiller, [1The Ethical Hack: A Framework for Business Value Penetration
Testing[J], Auerbach Publications, CRC Press.

REFERENCE BOOKS:
1. EC-Council, “ Ethical Hacking and Countermeasures Attack Phases” , Cengage Learning.
2. Michael Simpson, Kent Backman, James Corley, “ Hands-On Ethical Hacking

and Network Defense” , Cengage Learning.
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CY601PC: CYBER SECURITY ESSENTIALS
B.Tech. lll Year Il Sem. LTPC
3 0 03
Course Objectives:
Understand fundamental concepts of cyber security, including information assurance,
cryptography, network security, and Windows security principles.

Explore attacker techniques, motivations, and exploitation methods, gaining insights into cyber
threats and vulnerabilities.

Course Outcomes:
e Understand basic cryptographic techniques for securing information and analyze cyber
threats using concepts such as proxies, tunneling, and fraud techniques.

o Develop skills in identifying and exploiting vulnerabilities, including shellcode, buffer
overflows, SQL injection, and web exploit tools.

o Demonstrate knowledge of malicious code, its types (worms, viruses), and
countermeasures against evasion, privilege escalation, and information theft.

e Analyze defense and analysis techniques, including memory forensics, honeypots,
and intrusion detection systems, for proactive cybersecurity measures.

UNIT- |

Cyber Security Fundamentals: Network and Security Concepts- Information Assurance
Fundamentals, Basic Cryptography, Symmetric Encryption, Public Key Encryption, The Domain Name
System (DNS), Firewalls, Virtualization, Radio-Frequency Identification

Microsoft Windows Security Principles: Windows Tokens, Window Messaging, Windows Program,
The Windows firewalls

UNIT- I
Attacker Techniques and Motivations: How Hackers Cover Their Tracks (Antiforensics) How and
Why Attackers Use Proxies, Tunneling Techniques, Fraud Techniques, Threat Infrastructure

UNIT- I
Exploitation: Techniques to Gain a Foothold, Misdirection- Shellcode, Integer Overflow Vulnerabilities,
Stack-Based Buffer Overflows, Format String Vulnerabilities, SQL Injection, Malicious PDF Files, Race
Conditions, Web Exploit Tools, DoS Conditions, Brute Force and Dictionary Attacks, Reconnaissance,
and Disruption Methods- Cross-Site Scripting (XSS), Social Engineering, WarXing, DNS Amplification
Attacks

UNIT- IV

Malicious Code: Self-Replicating Malicious Code- Worms, Viruses. Evading Detection and Elevating
Privileges- Obfuscation, Virtual Machine Obfuscation, Persistent Software Techniques, Rootkits,
Spyware, Attacks against Privileged User Accounts and Escalation of Privileges, Token Kidnapping,
Virtual Machine Detection. Stealing Information and Exploitation- Form Grabbing, Man-in-the-Middle
Attacks, DLL Injection, Browser Helper Objects

UNIT-V
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Defense and Analysis Techniques: Memory Forensics, Honeypots, Malicious Code Naming,

Automated Malicious Code Analysis Systems, Intrusion Detection Systems.

TEXT BOOK:
1. James Graham, Richard Howard, Ryan Olson, “ Cyber Security Essentials” , CRC
Press, Taylor & Francis Group, 2011.

REFERENCE BOOK:
¢ Mayank Bhusan, Rajkumar Singh Rathore, Aatif Jamshed, “ Fundamental of
Cyber Security (Principles, Theory and Practices) BPB Publications 2018.
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S24CY604PC: CYBER SECURITY ESSENTIALS LAB

B.Tech. lll Year Il Sem. LTPC
00 21

Prerequisites
e Acourse on "Network Security and Cryptography"

Course Objectives:
¢ Understanding Cybersecurity Principles and Techniques
e Application of Security Tools and Methods

Course Outcomes:
1. Practical Skills in Cybersecurity Tools and Techniques
2. Analytical and Problem-Solving Abilities

Lab Experiments
1. Implement and test simple symmetric encryption algorithms like AES and DES.

2. Implement RSA encryption to demonstrate the concept of public and private keys.
3. Setup and configure a basic firewall using tools like iptables on Linux.
4. Demonstrate DNS spoofing and DNS cache poisoning attacks.
5. Setup a proxy server and demonstrate how attackers can use proxies to hide their tracks.
6. Demonstrate basic antiforensics techniques like
i. Deleting logs ii. Using steganography tools.
7. Perform SQL injection on a test website and then implement measures to prevent it.
8. Create a simple application vulnerable to buffer overflow and demonstrate how to exploit it.

9. Implement an XSS attack on a test web application and demonstrate ways to mitigate such
attacks.

10. Analyze a simple computer virus in a controlled environment and discuss detection and
prevention strategies.

11. Investigate the functioning of a rootkit and demonstrate techniques to detect it.

12. Set up a basic IDS like Snort and test its effectiveness in detecting different types of attacks.

TEXT BOOK .

1. James Graham, Richard Howard, Ryan Olson, [/Cyber Security
Essentials(], CRC Press, Taylor & Francis Group, 2011.
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REFERENCE BOOKS

1. Mayank Bhusan, Rajkumar Singh Rathore, Aatif Jamshed, [JFundamental Of Cyber
Security (Principles, Theory and Practices) BPB Publications 2018
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S24CY605PC: CYBER CRIME INVESTIGATION & DIGITAL FORENSICS LAB

B.Tech. lll Year Il Sem. LTPC

Course Objectives

To provide students with a comprehensive overview of collecting, investigating, preserving, and
presenting evidence of cybercrime left in digital storage devices, emails, browsers, mobile
devices using different Forensics tools

To Understand file system basics and where hidden files may lie on the disk, as well as how to
extract the data and preserve it for analysis.

Understand some of the tools of e-discovery.

To understand the network analysis, Registry analysis and analyze attacks using different
forensics tools

Course Outcomes

Learn the importance of a systematic procedure for investigation of data found on digital storage
media that might provide evidence of wrong-doing

To Learn the file system storage mechanisms and retrieve files in hidden format

Learn the use of computer forensics tools used in data analysis.

Learn how to find data that may be clear or hidden on a computer disk, find out the open ports
for the attackers through network analysis, Registry analysis.

List of Experiments

1.

7.
8.
9.

Perform email analysis using the tools like Exchange EDB viewer, MBOX viewer and View
user mailboxes and public folders, Filter the mailbox data based on various criteria, Search for
particular items in user mailboxes and public folders

Perform Browser history analysis and get the downloaded content, history, saved logins,
searches, websites visited etc using Foxton Forensics tool, Dumpzilla .

Perform mobile analysis in the form of retrieving call logs, SMS log, all contacts list using the
forensics tool like SAFT.

Perform Registry analysis and get boot time logging using process monitor tool.

Perform Disk imaging and cloning the using the X-way Forensics tools.

Perform Data Analysis i.e., History about open file and folder, and view folder actions using

Lastview activity tool.

Perform Network analysis using the Network Miner tool.

Perform information for incident response using the crowd Response tool

Perform File type detection using Autopsy tool.

10. Perform Memory capture and analysis using the Live RAM capture or any forensic tool.

TEXT BOOKS:

1.
2.

Real Digital Forensics for Handheld Devices, E. P. Dorothy, Auerback Publications, 2013.
The Basics of Digital Forensics: The Primer for Getting Started in Digital Forensics, J.
Sammons, Syngress Publishing, 2012.

REFERENCE BOOKS:

1.

Handbook of Digital Forensics and Investigation, E. Casey, Academic Press, 2010
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2. Malware Forensics Field Guide for Windows Systems: Digital Forensics Field Guides, C. H.

Malin, E. Casey and J. M. Aquilina, Syngress, 2012
3. Brett shabers, Eric Zimerman, X-ways forensics practitioners guide
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S24CY611PE: MOBILE APPLICATION SECURITY LAB (Professional Elective — III)

B.Tech. lll Year Il Sem. LTPC
00 21

Course Objectives:

e This course provides a thorough understanding of mobile platforms, including attack surfaces,
risk landscape & more.

Course Outcomes:
e Understand common mobile application security vulnerabilities
¢ Understand and analyze the apks using different tools
e Understand and implement authentication services.

List of Experiments
1. Usethe following tools to analyze an apk to detect for any existence of vulnerabilities
a. QARK
b. DEVKNOX
c. OWASP
d. DROZER
Implement Authentication: Single Sign-on
Implement Authentication: Two Factor Authentication
Demonstrate how to Detect And Remove Malware From Android Phone
Demonstrate Remote Lock or Wipe

a s~ wbn

TEXT BOOK:
1. Mobile Application Security, Himanshu Dwivedi, Chris Clark, David
Thiel, First edition, TATA McGraw Hill.

REFERENCE BOOKS:

1. Mobile and Wireless Network Security and Privacy, Kami S.Makki,et al, Springer.
2. Android Security Attacks Defenses, Abhishek Dubey, CRC Press
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S24CY612PE: MACHINE LEARNING LAB (Professional Elective — III)

B.Tech. lll Year Il Sem. LTPC
00 21

Course Objective:

e The objective of this lab is to get an overview of the various machine learning techniques and
can demonstrate them using python.

Course Outcomes:
e Understand modern notions in predictive data analysis
e Select data, model selection, model complexity and identify the trends
e Understand a range of machine learning algorithms along with their strengths and
weaknesses
e Build predictive models from data and analyze their performance

List of Experiments
1. Write a python program to compute Central Tendency Measures: Mean, Median, Mode
Measure of Dispersion: Variance, Standard Deviation
Study of Python Basic Libraries such as Statistics, Math, Numpy and Scipy
Study of Python Libraries for ML application such as Pandas and Matplotlib
Write a Python program to implement Simple Linear Regression
Implementation of Multiple Linear Regression for House Price Prediction using sklearn
Implementation of Decision tree using sklearn and its parameter tuning
Implementation of KNN using sklearn
Implementation of Logistic Regression using sklearn
. Implementation of K-Means Clustering
10. Performance analysis of Classification Algorithms on a specific dataset (Mini Project)

© XN LD

TEXT BOOK:
1. Machine Learning — Tom M. Mitchell, - MGH

REFERENCE BOOK:

1. Machine Learning: An Algorithmic Perspective, Stephen Marshland, Taylor &
Francis
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S24CY613PE: DEVOPS LAB (Professional Elective — Ill)

B.Tech. lll Year Il Sem. LT PC
00

21
Course Objectives:

o Develop a sustainable infrastructure for applications and ensure high scalability. DevOps aims
to shorten the software development lifecycle to provide continuous delivery with high-quality.

Course Outcomes:
e Understand the need of DevOps tools.
e Understand the environment for a software application development.
e Apply different project management, integration and development tools.
e Use Selenium tool for automated testing of application.

List of Experiments:
1. Write code for a simple user registration form for an event.
. Explore Git and GitHub commands.
. Practice Source code management on GitHub. Experiment with the source code in exercise 1.
. Jenkins installation and setup, explore the environment.
. Demonstrate continuous integration and development using Jenkins.
. Explore Docker commands for content management.
. Develop a simple containerized application using Docker.
. Integrate Kubernetes and Docker
9. Automate the process of running containerized application for exercise 7 using Kubernetes.
10. Install and Explore Selenium for automated testing.
11. Write a simple program in JavaScript and perform testing using Selenium.
12. Develop test cases for the above containerized application using selenium.

O ~NO O WN

TEXT BOOK:
1. Joakim Verona., Practical DevOps, Packt Publishing, 2016.

REFERENCE BOOKS:

1. Deepak Gaikwad, Viral Thakkar. DevOps Tools from Practitioner's Viewpoint. Wiley
publications.

2. Len Bass, Ingo Weber, Liming Zhu. DevOps: A Software Architect's Perspective. Addison
Wesley.
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S24CY614PE: BLOCKCHAIN TECHNOLOGY LAB (Professional Elective — Ill)

B.Tech. lll Year Il Sem. LT PC
0 0 21

Prerequisites:
o Knowledge in Basics of JavaScript /Java for Hyperledger Fabric.
e Basics of Solidity for ETH.

Course Objectives:
e Tolearn the basic blockchain applications.
e To be familiar with the blockchain lab setup.

Course Outcomes:
e Ableto work in the field of block chain technologies.

List of Experiments
1. Setup Metamask in the System and Create a wallet in the Metamask with Test Network.
2. Create multiple accounts in Metamask and perform the balance transfer between the
accounts and describe the transaction specifications.
Setup the Ganache Tool in the system.
4. Create a custom RPC network in Metamask and connect it with Ganache tool and transfer the
ether between ganache accounts.
5. Write a smart contract using a solidity program to perform the balance transfer from contract
to other accounts.
Write a solidity program to perform the exception handling.
Setup the Hyperledger Fabric Network with 2 Organizations 1 Peer Each in the system.
Create a channel called mychannel, carchannel in the deployed network.
Take the existing Fabcar smart contract and add a new function to query the car on the basis
of person name and deploy the smart contract on the Hyperledger Fabric Network.
10. Write an SDK program to query the person details from the deployed smart.

w
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TEXT BOOK:
1. Michael Juntao Yuan, Building Blockchain Apps, Pearson.

REFERENCE BOOKS:

1. Blockchain Technology, Chandramouli Subramanian, Asha A. George, Abhilasj K A and
Meena Karthikeyan, Universities Press.

2. Blockchain Basics: A Non-Technical Introduction in 25 Steps 1st ed. Edition, by Daniel
Drescher
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S24CY635PE: MOBILE APPLICATION DEVELOPMENT LAB (Professional Elective — Ill)

B.Tech. lll Year Il Sem. LT PC
0 0 21

Course Objectives:
e Tolearn how to develop Applications in an android environment.
e Tolearn how to develop user interface applications.
e Tolearn how to develop URL related applications.

Course Outcomes:
e Understand the working of Android OS Practically.
o Develop user interfaces.
e Develop, deploy and maintain the Android Applications.

LIST OF EXPERIMENTS:

1. Create an Android application that shows Hello + name of the user and run it on an emulator.

(b) Create an application that takes the name from a text box and shows hello
message along with the name entered in the text box, when the user clicks
the OK button.

2. Create a screen that has input boxes for User Name, Password, Address, Gender (radio buttons
for male and female), Age (numeric), Date of Birth (Datepicker), State (Spinner) and a Submit
button. On clicking the submit button, print all the data below the Submit Button. Use (a) Linear
Layout (b) Relative Layout and (c) Grid Layout or Table Layout.

3. Develop an application that shows names as a list and on selecting a name it should show the
details of the candidate on the next screen with a“ Back” button. If the screen is rotated to landscape
mode (width greater than height), then the screen should show list on left fragment and details on
the right fragment instead of the second screen with the back button. Use Fragment transactions
and Rotation event listeners.

4. Develop an application that uses a menu with 3 options for dialing a number, opening a website
and to send an SMS. On selecting an option, the appropriate action should be invoked using intents.

5. Develop an application that inserts some notifications into Notification area and whenever a
notification is inserted, it should show a toast with details of the notification.

6. Create an application that uses a text file to store usernames and passwords (tab separated fields
and one record per line). When the user submits a login name and password through a screen, the
details should be verified with the text file data and if they match, show a dialog saying that login is
successful. Otherwise, show the dialog with a Login Failed message.

7. Create a user registration application that stores the user details in a database table.

8. Create a database and a user table where the details of login names and passwords are stored.
Insert some names and passwords initially. Now the login details entered by the user should be
verified with the database and an appropriate dialog should be shown to the user.

9. Create an admin application for the user table, which shows all records as a list and the admin can
select any record for edit or modify. The results should be reflected in the table.

10. Develop an application that shows all contacts of the phone along with details like name, phone
number, mobile number etc.

11. Create an application that saves user information like name, age, gender etc. in shared preference

and retrieves them when the program restarts.
12. Create an alarm that rings every Sunday at 8:00 AM. Modify it to use a time picker to set alarm time.
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TEXT BOOKS:

1. Professional Android 4 Application Development, Reto Meier, Wiley India, (Wrox), 2012.
2. Android Application Development for Java Programmers, James C Sheusi, Cengage, 2013.

REFERENCE BOOK:

1. Beginning Android 4 Application Development, Wei-Meng Lee, Wiley India
(Wrox), 2013.
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S24*MC609: ENVIRONMENTAL SCIENCE

B.Tech. lll Year Il Sem. LT PC
3 00O

Course Objectives:
e Understanding the importance of ecological balance for sustainable development.
e Understanding the impacts of developmental activities and mitigation measures.
e Understanding the environmental policies and regulations.

Course Outcomes: Based on this course, the Engineering graduate will
understand /evaluate / develop technologies on the basis of ecological
principles and environmental regulations which in turn helps in sustainable
development

UNIT - |
Ecosystems: Definition, Scope and Importance of ecosystem.
Classification, structure, and function of an ecosystem, Food chains, food
webs, and ecological pyramids. Flow of energy, Biogeochemical cycles,
Bioaccumulation, Biomagnification, ecosystem value, services and carrying
capacity, Field visits.

UNIT - 1I

Natural Resources: Classification of Resources: Living and Non-Living
resources, water resources: use and over utilization of surface and ground
water, floods and droughts, Dams: benefits and problems. Mineral
resources: use and exploitation, environmental effects of extracting and
using mineral resources, Land resources: Forest resources, Energy
resources: growing energy needs, renewable and non renewable energy
sources, use of alternate energy source, case studies.

UNIT - Il
Biodiversity And Biotic Resources: Introduction, Definition, genetic,
species and ecosystem diversity. Value of biodiversity; consumptive use,
productive use, social, ethical, aesthetic and optional values. India as a mega
diversity nation, Hot spots of biodiversity. Field visit. Threats to biodiversity:
habitat loss, poaching of wildlife, man-wildlife conflicts; conservation of
biodiversity: In-Situ and Ex-situ conservation. National Biodiversity act.
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UNIT - IV

Environmental Pollution and Control Technologies: Environmental
Pollution: Classification of pollution, Air Pollution: Primary and secondary
pollutants, Automobile and Industrial pollution, Ambient air quality standards.
Water pollution: Sources and types of pollution, drinking water quality
standards. Soil Pollution: Sources and types, Impacts of modern agriculture,
degradation of soil. Noise Pollution: Sources and Health hazards, standards,
Solid waste: Municipal Solid Waste management, composition and
characteristics of e-Waste and its management. Pollution control
technologies: Wastewater Treatment methods: Primary, secondary and
Tertiary.
Overview of air pollution control technologies, Concepts of bioremediation.
Global Environmental Problems and Global Efforts: Climate change and
impacts on human environment. Ozone depletion and Ozone depleting
substances (ODS). Deforestation and desertification. International
conventions /

Protocols: Earth summit, Kyoto protocol, and Montréal Protocol.

UNIT -V
Environmental Policy, Legislation & EIA: Environmental Protection act,
Legal aspects Air Act- 1981, Water Act, Forest Act, Wild life Act, Municipal
solid waste management and handling rules, biomedical waste management
and handling rules, hazardous waste management and handling rules. EIA:
EIA structure, methods of baseline data acquisition. Overview on Impacts of
air, water, biological and Socio- economical aspects. Strategies for risk
assessment, Concepts of Environmental Management Plan

(EMP). Towards Sustainable Future: Concept of Sustainable
Development, Population and its explosion, Crazy Consumerism,
Environmental Education, Urban Sprawl, Human health, Environmental
Ethics, Concept of Green Building, Ecological Foot Print, Life Cycle
assessment (LCA), Low carbon life style.

TEXT BOOKS:
1. Textbook of Environmental Studies for Undergraduate Courses by Erach Bharucha for
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2.

University Grants Commission.
Environmental Studies by R. Rajagopalan, Oxford University Press.

REFERENCE BOOKS:

1.

P

Environmental Science: towards a sustainable future by Richard T. Wright. 2008 PHL
Learning Private Ltd. New Delhi.

Environmental Engineering and science by Gilbert M. Masters and Wendell P. Ela. 2008 PHI
Learning Pvt. Ltd.

Environmental Science by Daniel B. Botkin & Edward A. Keller, Wiley INDIA edition.
Environmental Studies by Anubha Kaushik, 4™ Edition, New age international publishers.

Text book of Environmental Science and Technology - Dr. M. Anji Reddy 2007, BS Publications.
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